
HACK THE BOX
WEB CHALLANGE: GRAMMAR
When we access this page we get a Forbidden error. However we believe that something strange 
lies behind... Can you find a way in and retrieve the flag? 

This address is unreachable 403 Forbidden page.

So, after I try gobuster, dirbuster and dirb without any result, I try to intercept with Burp Suite.



I change GET request to POST and successfully access the index page.

The Response gave the Set-Cookie: ses=xXxx, and I take it to decoder and smart decode the first 
line with red and gave the result in yellow line.



And then I decode as base64 the yellow line and gave me this result:

I change the value False to True and then encode as base64, and the result line of encode as base 64 
add to parameters on Repeater 
ses=eyJVc2VyIjoid2hvY2FyZXMiLCJBZG1pbiI6IlRydWUiLCJNQUMiOiJmZjZkMGE1NjhkNjFlNWEwM2JjZGIw
NDUwOWQ1ODg1ZCJ9DQoKDQo=

and then that is the results in Repeater:



So its not the result we want, I made the following changes, and I encode again as base64:

and the result I replace in the column ses, which gave me the flag:


