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About This Demonstration

This guide for this preconfigured demonstration includes:

e Requirements
e  About This Solution

e Topology
e  Supporting Files

e Get Started

e Case Study

e Scenario 1: Data Loss Prevention Policy (DLP)

e Scenario 2: Protecting Against Malicious or Undesirable URLS

e Scenario 3: Outbreak Filters

e Scenario 4: Forged Email Detection

e Scenario 5: Macro Detection

e Scenario 6: Geolocation Based Filtering

e Scenario 7: Advanced Malware Protection

e Scenario 8: Graymail Detection

e Scenario 9: Image Analysis

Requirements

The table below outlines the requirements for this preconfigured demonstration.

Table 1. Requirements

® Laptop ® Cisco AnyConnect®
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About This Solution

Cisco Email Security formerly Cisco IronPort Email Security, delivers industry-leading inbound and outbound email cleansing and
control, offering high availability email protection against the constant, dynamic, rapidly changing threats affecting email today in a
variety of form factors to fit customer needs.

Read the Email Security Overview for detailed information on Cisco Email Security features and benefits, available form factors,
Cisco differentiators, and more.

For additional information about Cisco Cloud Email Security, visit http://www.cisco.com/go/cloudemail.

Topology

This content includes preconfigured users and components to illustrate the scripted scenarios and features of the solution. Most
components are fully configurable with predefined administrative user accounts. You can see the IP address and user account
credentials to use to access a component by clicking the component icon in the Topology menu of your active session and in the
scenario steps that require their use.

Figure 1.  dCloud Topology
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Cisco dCloud

The logical topology for all lab scenarios are based on the following: -

Alan represents an internal user and uses Microsoft Outlook as his mail client. The corporate mail servers are Microsoft Exchange

which in turn forwards to the Cisco Email Security solution for policy control and email hygiene before routing messages.

Adam represents an external user located anywhere on the internet, Adam also uses the Microsoft Outlook client for managing his
mailbox, however the mail server platform used here is arbitrary.

Alan - alan@dcloud.cisco.com

Adam - adam@dcloud-out.cisco.com
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Supporting Files

This lab uses supporting files within various scenarios; these are all located in the dCloud Files folder on the desktop of the

Workstation.

.~ dCloud Files

- Fawvorites
B Desktop
& Downloads
5 RecentPlaces
& OneDrive

o Libraries
3 Documents

Bona oo

Gl\_)o |+ dCloud Files

Organize *  Includein library *  Sharewith +  MNew folder

¥ |23 | Search dCloud Files

MName ~ Date modified Type | Size |
; AMP Outhound 9/15/2017 9:32 AM File falder
, AMP Retrospect 107172007 8:22 AbA File folder
J Cisco DLP 9/15/2017 2:04 PM File folder
J Graymail 97152017 8:33 AM File folder
J Images 10432017 10:14 &k File folder
J Macro-Enabled Detection 97152017 9:33 AM File folder
. Qutbreak 972272017 1136 Ahd File folder

NOTE: In some scenarios Security warnings may be presented warning the user to exercise caution when executing certain

supporting files, these are perfectly safe. All files that are classified as malicious are in fact benign and present no harm to any

environment.
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Get Started

BEFORE PRESENTING

Cisco dCloud strongly recommends that you perform the tasks in this document with an active session before presenting in front
of a live audience. This will allow you to become familiar with the structure of the document and content.

It may be necessary to schedule a new session after following this guide in order to reset the environment to its original
configuration.

PREPARATION IS KEY TO A SUCCESSFUL PRESENTATION.

1. Follow the steps to schedule a session of the content and configure your presentation environment.

2. Initiate your dCloud session. [Show Me How

NOTE: It may take up to 10 minutes for your session to become active.

3. For best performance, connect to the workstation with Cisco AnyConnect VPN [Show Me How] and the local RDP client on
your laptop [Show Me How

Workstation 1: 198.18.133.36, Username: administrator, Password: C1sco012345

NOTE: You can also connect to the workstation using the Cisco dCloud Remote Desktop client [Show Me How]. The dCloud
Remote Desktop client works best for accessing an active session with minimal interaction. However, many users experience
connection and performance issues with this method.

[ ] Edit Remote Desktops - dCloudDemoWkst1

= O

Goneral | Session  Redirection

Connection name | dCloudDemoWhkst1|
PC name 198.18.133.36

Galeway Mo gateway configured B
Credentials
User name  whkst1\administralor

Password  ssssssssss

Resolution  Native

Colors  True Color (24 bit)

(of oo

Full screen mode 05 X native

Start session in full screen
Scale content
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Case Study

Voyage Corp

Voyage Corp are a US based company and major supplier of IT equipment and services to the retail and financial sector across
the United States and Europe. With significant investment in key area of the business has resulted in the company slowly
expanding its global reach to Asia.

Its business model relies on electronic transactions with key customers and suppliers. All communications between internal and
external parties is done primarily by electronic mail.

Email use has increased by over 20% over the past two years and Voyage Corp is seeing a huge spike in the number of
ransomware and malware attacks coming into their mail systems. Recently appointed Chief Technology Officer (CTO) Mark
Valentino ordered a review of all strategic communications systems starting with what he labelled the most critical of them all,
email.

Following a lengthy review of the leading players in the Secure Email Gateway business as reported by the Gartner Magic
Quadrant, Voyage Corp opted for the Cisco Email Security solution as its email security platform of choice for its ability to defend
against todays sophisticated attacks. In the words of the CTO, Cisco is a leader in the Email Security business with leading edge,
state of the art features and is backed with years of unrivalled product innovation.

Voyage Corp uses Microsoft Exchange to manage email transactions and communications between internal and external
environments, however has investigated retiring on premise for Microsoft Exchange Online; no decision to migrate has yet been
made.

Potential Threats and Security Concerns

Voyage Corp wants to make sure that it receives and processes only messages from authenticated sources where possible and
has been forced to tighten their security posture after pressure from external parties who are governed by third party legislation,
namely HIPAA and PCI-DSS.

Voyage Corp also wants to make sure that it can receive and retrieve documents from outside its corporate network as safely as
possible following an increase in documents coming into several business functions as attachments to email the InfoSec team are
concerned the organization may be vulnerable.
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Security Solution

Voyage Corp opted for the Cisco Email Security Solution to run on their existing virtual platform, in order to remain as secure
Voyage Corp invested in the following Cisco Email Security features: -

e Advanced Malware Protection
e  Sophos Anti-Virus

e  McAfee Anti-Virus

e  OQutbreak Filters

e Data Loss Prevention

e Image Analyzer

Objective

This lab will run the through a series of exercises to implement the necessary security controls to defend against todays
sophisticated attacks. Email remains a primary attack vector and given its importance to Voyage Corp, it is vital that all avenues
are sufficiently defended.

Though not strictly required, it is however advisable that all scenarios are run in sequence.
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Scenario 1. Data Loss Prevention Policy (DLP)

Use Case

Voyage Corp has been working within an eco-system of business partners and subsequently the volume of email exchanged
between them has steadily increased. One case in point being the Human Resources (HR) department who now are inundated
with requests for personal employee information by the local authority as part of a county wide initiate to ensure that all staff are
working in compliance with local laws. The type of information that is frequently requested is employment history, tax codes and
Social Security Numbers.

Previously, this information was sent by local courier. However, this is now becoming an issue as the time to print and then prepare
these as packages is becoming a little too onerous on the HR department, who are already down on headcount. Furthermore, the
cost of sending these secure packages has increased by 10% and the Chief Accountant has been tasked with implementing cost
control measures.

The HR lead instructed his team to send this information using email, citing the many benefits of using existing technology such as
speed and cost. For over 12 months this helped reduce the administrative burden on the department, however, following a policy
review, the information security (InfoSec) group within the company has instructed that this must not continue as it represents a
serious violation to the company’s security policy.

InfoSec have instructed the Cisco Email Security administrators to implement the necessary controls immediately to prevent this
from happening.

Security Control

The Cisco Email Security solution can inspect the message and attachments and make a decision on whether Alan has indeed
sent information that is prohibited; this is achieved by using the Cisco DLP feature, which is part of the Premium license which was
purchased by the Voyage.

Objective

This scenario will walk through the configuration of an end to end Data Loss Prevention (DLP) policy to address this use case
where an internal user Alan wishes to send an email to an external user Adam. Under normal working conditions the exchange of
email traffic from an internal user to an external party would be conventional and normal task, however this scenario will ensure
that Alan does not send anything outside of the company that represents a risk to his organization.
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Steps

Task - Sending an email with an attachment without Cisco DLP (Estimated time to complete: 5 min)

DLP policies are relatively easy to create once the criteria that will trigger a DLP Policy have been identified and then what action
should be taken on it thereafter.

For this scenario, internal user Alan will send a Microsoft Excel file that contains Social Security numbers to an external interest;
Adam, with and without Cisco DLP policies configured to see the effect on the end results.

1. Launch Microsoft Outlook from the taskbar of Workstation 1 (known henceforth as workstation) and prepare an email with the
following parameters: -

e From: alan@dcloud.cisco.com

e To: adam@dcloud-out.cisco.com

e Subject: New Employee File

e Body: Adam, Please find attached the file containing information for the new employees you requested.

e Attachment: IdCards.xIsx - located on the desktop under the Cisco DLP sub-folder.

[l Insert File

G’_“' u:\_;JV| . dCloud Files = Cisco DLP

Organize +  Mew folder

Ha Microsoft Outlaak Marme & Date modified Type Size
ﬁ credt.xlsx 9/15/2017 9:33 A0 Microsoft Bxcel Worksheet 38 KB
0 Favorites ﬁ idcards.xlsx 31452011 841 P Microsoft Excel Worksheet I8 KB
Bl Desktop

Mewr Employee File - Message (HTML)
Formmat Text R Q Tell m want to do
alla A = = =l ® - -
[ cu CalbriBace |1 < A A IS -i2 - e |22 ¥ mJ f ? I Fallow Up
— .
Copy ! High Importance
Paste B I U 3. .A. . = = = &= 3= Address Check Attach Sttach Signature
- ~ Format Painter - =8 = 7 7| Book Mames | File~ TItem- Es & Low Importance
Clipboard ") Basic Text ") Marmes Include Tags ]
From alan@dcloud.cisco.com
=1

Ton., ‘adami@dcloud-out, cisco, com';

Con

Subject Mew Employee File

ttached moe  idcards s .
ache ITKB

Adam,

Pleasefind attached the file containing informationfor the new employees yourequested,
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2.  Send the email - Force the synchronization process by clicking Send/Receive Folder or by pressing the F9 key.

3. Navigate back to Adams inbox and synchronize the mail client by clicking the Send/Receive Folder button or pressing the F9
key 2-3 times.

4. As there is no DLP policy present, the email with attachment will be delivered to Adams mailbox, this is expected behaviour.
Open the attachment to view the content of the Microsoft Excel file, the content should be clearly visible and the email
message unaltered.

All Unread Mentions By Date = Mewest & Fri 8/22/2017 3:43 PM
4 Today AA  Alan Alpha <alan@dcloud.cisco.com»
| Alan Alpha W New Employee File
Mew Employee File 3:49 PM

Adamn, Please find attached the file cantaining To - adam@dcloud-out cisco.com

L idcardsdse
E ITKE

5. Though the message has been delivered to its intended recipient it still has been processed by the multiple Cisco Email
Security solution engines, and if at point any one of these engines deemed the message or attachment to contain something
that may be untoward, such as a viral attachment then the configured action would have been applied.

6. The next task configures the Cisco Email Security solution with the DLP feature to implement the necessary controls to
prohibit sensitive data from leaving the organization.

Task - Configuring Cisco DLP Text Resources (Estimated time to complete: 5 min)

The first step in configuring a DLP policy is to create (custom) text resources. Text resources are text templates that can be
attached to messages or sent as messages. For example, a text resource can be created to advise a user that an action has been
taken on an email that is in violation of the configured policy. This provides valuable feedback to a user as to why an action has

been taken and even what needs to be done next, such as internal training or leveraging encryption.
This scenario will create a DLP Notification template and a DLP Disclaimer template that will later be used within the Cisco DLP

policy.

1. From the workstation launch Google Chrome, acknowledge the warning that connection is unsafe by clicking Advanced and
then Proceed to esa.dcloud.cisco.com (unsafe) and the default page will automatically load, this will be the Cisco Email
Security GUI page. Log in with the following credentials: -

e Username: admin
e Passphrase:Clsco012345
2. Upon successful authentication, the Cisco Email security landing page, My Dashboard will be presented.

3. Navigate to Mail Policies > Text Resources to be presented with the default and pre-configured text resources. Click the
Add Text Resource button to create a custom notification template, using the following information:

e Name: DLP Notify
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e Type: DLP Notification Template

e HTML: You have sent an email that is inconsistent with corporate policies on acceptable use

4. Click Submit to create the text resource and confirm that is has been added to the list of previously configured text resources.

Text Resources

Success — The Text Resource "DLP Motify™ was saved

Text Resources

| Add Text Resource.., |

Text Resource Mame
CILP Motify

Matify Sender
CorporateDisclaimer
OFDisclaimer

Spoofiarning

| Export Text Resource...

Type

DLP Motification Template
DLP Motification Template
Disclaimer Template
Disclaimer Template

Disclaimer Template

Items per page

| Import Text Resource... |

Preview | Delete

th thith| th|h
E B E B E

5. Repeat this step for the other text resource, this time changing the Type to Disclaimer Template.

e Name: DLP Disclaimer

e Type: Disclaimer Template

e HTML: This email may contain confidential and privileged material for the sole use of the intended recipient only.

6. Click Submit to create the text resource.

Text Resources

Success — The Text Resource "DLP Disclaimer” was saved

Text Resources

| &dd Text Resource... |

Text Resource Name
DLP Motify
MotifySender
CorporateDisclaimer
DLP Disclaimer
OFDisclaimer

Spoofiarning

| Export Text Resource,.,

Type

DLP Motification Template
DLP Motification Template
Disclaimer Template
Disclaimer Template
Disclaimer Template

Disclaimer Template

Items per page

| Irpart Text Resaurce... |

Preview | Delete

th thith th|th| h
E| B E | E E} E
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7. Once complete, ensure the changes are applied by clicking the Commit Changes button - top right of screen, adding optional
comments if desired.

5: admin on esa.dcloud.cisco.com

Options - Help and Support -

Cammit Changes =

Uncommitted Changes

Commit Changes

You have uncommitted changes, These changes will not go fnto effect until pou cornrnit them,

Comrment (optional): IDLP Text Resources Created

Cancel § Abandon Changes

Commit Changes

Task - Configuring a DLP Quarantine (Estimated time to complete: 5 min)

When the Cisco Email Security solution detects possible malware or content that is not allowed as instructed within in incoming or
outgoing messages, it can send those messages to quarantine instead of deleting them immediately. A quarantine holds these
messages safely for a period, allowing an administrator to review them, or to await an update that will better evaluate the safety of
the message if additional security engines are being queried.

This task will create a separate quarantine for messages that violate the Cisco DLP policy to be placed into before they are
reviewed and either released to their intended recipient or permanently deleted.

1. Navigate to Monitor > Policy, Virus and Outbreak Quarantines and select the Add Policy Quarantine button. Create a
new quarantine using the following information:
e Quarantine Name: DLP Violations
e Retention Period: 7 Days

e Default Action: Release
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Add Quarantine

Quarantine Name: |D|_p Vialations

Retention Period: I? Days

Default Action: Delete

® Release

Modify Subject
Add ®-Header

Strip Attachments

Local Users: | Mo users defined.

Externally Authenticated Users: | Mo users selected

¥ Free up space by applying default action on messages upon space overflow
Additional options to apply on Release action {when used for freeing up space)

v

2. Click Submit to create the quarantine.

Policy, Virus and Outbreak Quarantines

Success

Policy, ¥irus and Outbreak Quarantines

| add Policy Quaranting... || Search Across Quarantines |

Quarantine Mame Type Messages
DLP Wiolations Palicy

File Analysis Advanced Malware Protection 0
E:)I\:I;:;Zlkby Rule Surmmary] Ouidareel: 0
Palicy Policy 0
Unclassified Unelassified ]
Wirus Antivirus 1]

— A new gquarantine named "DLP Violations" has been created.

Default Action Last Message Quarantined On Size | Delete

N/ 0 o}
19 Sep 2017 08;30 (GMT +01:00) 0

Retain 7 days then Release
Retain 1 hour then Release

Retention Waries

Aiarg Releass 13 Sep 2017 14:23 (GMT +01:00) | O

Retain 10 days then Delete 13 Sep 2017 14:23 {GMT +01:00) | 0 im}
Retain 30 days then Release /A 1]
Retain 30 days then Delete AR 0

Available space for Policy, Wires, Antimalware & Outbreal guarantines is 3G,

3. Once complete, ensure the changes are applied by clicking the Commit Changes button - top right of screen, adding optional

comments if desired.

Task - Configuring a DLP Policy Customizations (Estimated time to complete: 5 min)

Primary and Secondary actions can be applied when the Cisco Email Security Solution detects a possible DLP violation in an

outgoing message. Different actions can be assigned for different violation types and severities.

e Primary actions include: Deliver, Drop or Quarantine

e Secondary actions include: Encrypting, modifying subject header or adding disclaimers.

This task will create a message action that will be applied when a violation for a policy has been triggered.
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1. Navigate to Mail Policies > DLP Policy Customizations and select the Add Message Action button. Create the message
action using the following information: -

e Name: Medium Violation

e Description: Handle Medium Level DLP Violations

e Message Action: Quarantine

e Policy Quarantine: DLP Violations (created in previous task - Under Advanced)
¢ Modify Message Subject: $Subject

e Add DLP Disclaimer Text: DLP Disclaimer

e Add Disclaimer: Tick Below Message Body

e DLP Notification: Tick Sender

e Subject: $Subject

e Notification: Tick Include original message as an attachment and select DLP Notify

DLP Policy Manager: Add Message Action

Add Message Action

Marme: IMedium Wiolation

Description: | | Handle Madium Level DLP Wiolations

Message Action: Quarantine ¥

Enable encryption on release from quarantine

Encryption Rule: | always use message encryption. v
(See TLS settings at Mall Polficies = Destination Controls)

Encryption Profile: | dclaud *

Encrypted Message Subject: I

Policy Quarantine: DLP Wiolations ¥

b Advanced This section contains settings for Message modifications, message delivery and DLE notfications,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 14 of 115



Cisco dCloud

= Advanced | Message Modifications

add Custormn Header

{optionall: Header: I

Walue: I

Modify Message Subject: |$5._||:.je.;t

Add DLP Disclaimer Text: DLP Disclaimer v

(See Mal Policies = Text Resources)

Add Disclaimer:  '® pelow Message Body

above Message Body

Message Delivery

Zend Message to Alternate I (Exampole: examote.com)
Host:

Send Copy (Bec): Beoo Recipients:

Separate miNtiole emall addresses with
commas, (Useri@example.com)

Return Address (optionall: I

Subject: I

DLP Motification

Fecipients: ¢ sender

Cther: |

(Lser@examols . com)

Return Address {optional): I

Subject: |$Su|:uje::t

Motification: ..
¥| Include original message as an attachrent.

DLP Motify v
Preview Message =

(See Mai FPolicles = Text Resources)

Separate muitple emall addresses with commas,
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2. Click Submit to create the action.

DLP Policy Customizations

Success — The DLP Message Action "Medium violation” was added.

DLP Policy Manager: Message Actions

Message Actions

| add Message Action... |

Marme Paolicies Description Duplicate | Delete

Mediurm Yiolation Handle Medium Level DLP Violations o

Default Action

3. Once complete, ensure the changes are applied by clicking the Commit Changes button - top right of screen, adding optional

comments if desired.

Task - Configuring a DLP Policy to Detect SSNs (Estimated time to complete: 5 min)

A DLP policy is required to determine what to look for inside an email message that may be inconsistent with corporate policy. The
Cisco DLP engine comes installed with over 100 pre-configured commonly used policies, further granular control can be achieved
by customising a policy to tailor it to most requirements.

This task will make us of one of the pre-configured templates, to identify Social Security Numbers (SSN), and use the
customisation configured in the previous task, Medium Violation, to determine what action will be taken - send the message to the
quarantine and notify the sender of this violation.

1. Navigate to Mail Policies > DLP Policy Manager and select the Add DLP Policy button.

DLP Policy Manager

Active DLP Policies for Outgoing Mail

Add DLP Policy ...

There are no DL Policies configured.

Advanced Settings

Custom DLP Dictionaries: | Mone Available
(for use in Custom Policies only)
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Add DLP Policy from Templates

I Regulatory Compliance

I U= State Regulatory Compliance
I Acceptable Use

I Privacy Protection

I Intellectual Property Protection
b Company Confidential

b Custom Policy

DLP Policy Manager: Add DLP Policy

Display Settings; Expand all Categories | Display Policy Descriptions

2. Select the template Privacy Protection and scroll down to Social Security Numbers (US) and click Add.

Add Social Security Numbers (US)

Identifies Social Security Numbers issued in the United States.

3. Edit the policy, by changing the Severity Settings to Medium Violation. This instructs the policy to use the customized

violation settings configured earlier, such as directing a message that violates this policy to the quarantine.

e Medium Severity Incident: Medium Violation

Policy: Social Security Numbers {US)

DLP Policy Marne:

Description:

Policy Matching Details:
I Filter Senders and Recipients:
b Filter Attachrments:

I Filter Message Tags:

Mail Policies: DLP: Policy: Social Security Numbers {US)

Social Security Numbers {US)
Identifies Social Security Mumbers issued in the United States.

e
Identifies formatted and unforrnatted Social Security Mumbers issued in the United States,
Gestrict this DLE policy by specific recipients and senders.
Restrict this DLE policy to detect specific attachment tppes,

Restrict this DLE policy to detect message tags.

High Severity Incident:
Medium Severity Incident:
Low Severity Incident:

Severity Scale:

Severity Settings

Critical Severity Incident:

Cefault Action v
Inherit Action from Critical Severity Incident ¥
Mediurm Yiolation v

Inherit Action fram Medium Severity Incident ¥

IGMORE [Re)') MEDILM HIGH CRITICAL

0-1z2 13-31 32 -72 F3-87 8 - 100

Edit Scale...
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4. Click Submit to create the policy.

DLP Policy Manager

Success — The DLP policy "Social Security Mumbers (US)" was added. To enable this DLP policy, go to Mail
Policies = Outgoing Mail Policies and select the DLP settings for that policy row.

Active DLP Policies for Outgoing Mail

Add DLP Policy...

Order | DLP Policy Duplicate | Delete
1 Social Security Mumbers (US) i

Edit Palicy Order...

Advanced Settings

Custorn DLP Dictionaries: | Mone Available
(for use in Custorn Policies only)

5. Once complete, ensure the changes are applied by clicking the Commit Changes button - top right of screen, adding optional
comments if desired.

Task - Configuring an outgoing Mail Policy (Estimated time to complete: 2 min)
The final step is to configure an outgoing mail policy to tie all the components configured previously together. Mail policies can be
either incoming or outgoing, however some features, such as data loss prevention can only be performed on outgoing messages.

1. Navigate to Mail Policies > Outgoing Mail Policies and click on the hyperlink Enabled (no policies) under the DLP column;
it is here the policy that was previously defined is applied to the Default Policy.

Outgoing Mail Policies

Find Policies

Email Address: I Recipient Find Policies
* Sender
Add Policy ...
Order | Policy Name Anti-Spam Anti-¥irus | Advanced Malware Protection | Grayrnail | Content Filters | Qutbrealk Filters | DLP Delete
Default Policy | IronPort Anti-Spam | Disabled File Reputation Disabled | Enabled Retention Time: | Enabled
Positive: Deliver Unscannable: Deliver (no filkers) Virus: 1 day (no policies)
Suspected: Deliver Malware File: Drop Other: 4 hours

Pending Analysis: Deliver

Key:| Crefault ” Custom || Crisabled |
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2. Place a checkmark against the only policy in the list and then click Submit

Mail Policies: DLP

DLP Settings for Default Outgoing Mail Policy

Enable DLF {Customize settings) ¥

DLP Policies

To add, edit or remove OLE poficies, go #o Malf Policies = DLE Policy Manager.

Enable
DLP Policy all
Social Security Numbers (US}) |

3. Verify the DLP Policy has been added to the DLP section of the outgoing mail policy.

Outgeing Mail Policies
Success — The DLP settings for the Default Policy were submitted.
Find Policies
Ernail Address: I Recipient Find Paolicies
* sSender
Add Policy ...
Order | Palicy Name Anti-Spam Anti-Virus | Advanced Malware Protection | Graymail | Content Filkers | Qutbreal Filters | DLP Delete
Default Policy | IronFort anti-Spam | Disabled | File Reputation Disabled | Enabled Retention Time: | Social Security Mumbers (US)
Positive: Deliver Unscannable: Deliver {no filters) Wirus: 1 day
Suspected: Deliver Malware File: Drop Other: 4 hours
Pending Analysis: Deliver
Key: | Default || Custom || Disabled |

4. Finally, apply the change by clicking the Commit Changes button, adding optional comments if desired.
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Task - Test the DLP Policy (Estimated time to complete: 10 min)

With all of the necessary components created and configured, the policy can be tested by sending an email with an attachment
that should trigger a Medium violation in the policy. To assist in understanding how the Cisco Email Security solution processes
messages and the various actions that are taken the CLI can be monitored to view real time information on each message.

1. From the workstation launch Putty located on the taskbar. Select Cisco Email Security from the Saved Sessions and click
Open. Acknowledge any security warning presented.

-ﬁ PuTTY Configuration X
Categony:
=3 S_ession Basic options for yaur PUTTY session
Llogglng Specify the destination you want to connect to
E1- Terminal
Host Mame [or IP address) Part
- Keyboard
el I 2z
- Features Connection type;
B witdow " Raw  Telnet T Rlogin & SSH " Sernial
- Bppearance i
- Behaviour Load, save or delete a stored session
- Translation Saved Sessions
- Selection
Calaurs

' Diefault Settings Load
Bl Connechion Cisco Email Security
- Data Shdey Save
- Prowy
- Telnet Delete

- Rlogin
- 55H
- Serial

Cloze window on esit:
" Alwayz  © Mever ™ Orly on clean exit

About Open | Cancel

2. Log in using the credentials listed earlier in this document. Once logged in, issue the command tail mail_logs and press
enter. Leave this running in the background and proceed to the next step.

P 199.18.133.145 - PUTTY _ O] x|
login as: admin

Using keyboard-interactive authentication.

admin@esa.dcloud.cisco.com's password:

Last login: Wed Sep 26 12:81:43 2617 from 198.18.133.36

Async0S 11.8.8 for Cisco COBAV build 264

Welcome to the Cisco COAOY Email Security Uirtwal Appliance

HOTE: This session will expire if left idle for 68 minutes. Any uncommitted configuration changes will be lost. Commit the
configuration changes as soon as they are made.

esa.dcloud.cisco.com> tail mail_logsf]

NOTE: The tail command is used to print the last few lines from the logs mail logs on the terminal, this especially useful to read the
last few lines to know about the error messages or events as they happen. This can be used against any of the 30+ log files
available on the Cisco Email Security solution, type tail on its own and press enter to view the list of logs.
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3. Launch Microsoft Outlook from the taskbar of Workstation and prepare an email with the following parameters:

e From: alan@dcloud.cisco.com

e To:adam@dcloud-out.cisco.com

e Subject: New Employee File

e Body: Adam, Please find attached the file containing information for the new employees you requested.

e Attachment: IdCards.xIsx - located on the desktop under the Cisco DLP sub-folder.

Mew Emp

File - b e (HTHL)
2 Tell rr
33 2%
i g@

Address Check
Book Mames

Mames

U

Aftach Attach Signature

File =

U

Item =

Include

K

-

Message Insert C Format
sl Cut
& . 1
Copy
Paste BE I U aly A
= Forrmat Painter o
Clipboard P Easic Text
From = alani@dcloud,cizca,.caom
To... ‘adam@dcloud-out. cisco,com';
Send
Co
Subject Mews Employee File
ttached === idcardsadsx
ache ITKE

Adam, hereis the file containing infarmation for the new employee you requested.

4. Send the email - Force the synchronization process by clicking Send/Receive Folder or by pressing the F9 key.

5. Switch back to the CLI window opened in the first step, it may take a few moments for the logging to appear.

6. The first point of interest is the fact the message contains a violation, the risk factor of 35 falls within the range of a Medium

violation for Social Security Numbers
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1 Sep
i Sep
i Sep
i Sep

Sep
i Sep
i Sep

Fri Sep
Fri Sep
Fri Sep
Fri Sep
Fri Sep
Fri Sep
i Sep
i Sep
i Sep
i Sep
i Sep

29
29
29
29
20
20
20

29
29
29
29
29
29
29
29
29
29
29

16
16
16
16
16
16
16

Humbers {US}'

16
16
16
16
16
16
16
16
16

Y

2017
2817
2817
2oy
2817

WID
MID
HID
MID
MID

279740
279748
279740
279740
279748
279748

Cisco dCloud

ready 55144 bytes from <alanlddcloud.cisco.com>

matched all recipients for per-recipient policy DEFAULT in the outbound table

AMP file reputation verdict : UNKHOWH

OQutbreak Filters: verdict negative

attachment 'idcards.xlsx’

DLP vinlation. Severity: MEDIUM (Risk Factor: 35). DLP policy match: *Social Securit

Start HMID 279741 ICID B

MID
WID
MID
HID
MID
MID
WID
MID

2797m1
279711
279711
279711
279711
2797m1
279711
279740

was generated based on MID 279748 by notify-copy filter ‘Medium Violation®

ICID @ From: <MAILER-DAEMON@esa.dcloud.cisco.com>

ICID @ RID 8 To: <alan@dcloud.cisco._com>

DomainKeys: cannot sign - no profile matches MAILER-DAEMOMResa.dcloud.cisco.com
DKIH: cannot sign - no profile matches HAILER-DAEHOMEesa.dcloud.cisco.com

ready 57623 bytes from <MAILER-DAEMONE@esa.dcloud.cisco.com>

queued for delivery

rewritten to HMID 279742 by add-footer filter 'Footer Stamping’

Hessage finished HID 279748 done

Hew SHTP DCID 2538 interface 198.18.133.146 address 198.18.133.2 port 25
MID 279742 quarantined to “DLP Violations" {DLP violation)

Hessage finished HID 279742 done

KID
HID
HID
HID
HID
HID
HID

279700
279748
279740
279740
279748
279748
279748

note the message was redirected to the custom DLP quarantine.

Subject "Hew Employee File'

ready 55144 bytes from <alan@dcloud.cisco.com>

matched all recipients for per-recipient policy DEFAULT in the outbound table

AP file reputation verdict : UHKNOWN

Outbreak Filters: verdict negative

attachment ‘idcards.xlsx’

DLP violation. Severity: HMEDIUM {Risk Factor: 35). DLP policy match: 'Social Security

Start MID 279741 ICID @

HID
HID
HID
HID
HID
HID
HID
HID

27971
27971
27971
27971
27971
27971
27971
279740

vas generated based on MID 279748 by notify-copy filter 'Hedium VUiolation®

ICID 8 From: <MAILER-DAEMOMResa.dcloud.cisco.com>

ICID 8 RID B To: <alan@dcloud.cisco.com>

DomainKeys: cannot sign - no profile matches MAILER-DAEMONEesa.dcloud.cisco.com
DKIM: cannot sign - no profile matches MAILER-DAEMONR@esa.dcloud.cisco.com

ready 57623 bytes from <HAILER-DAEMONEesa.dcloud.cisco.com>

queued for delivery

rewritten to HID 279742 by add-footer filter ‘Footer Stamping”

Message finished MID 279748 done
Hew SHMTP DCID 2538 interface 198 133.146 address 198.18.133.2 port 25
HID 279742 quarantined to "DLP VUiolations™ (DLPF violation)

8. Make note of the Message ID (MID) this will be correlated later.

NOTE: A Message ID (MID) is a unique identifier assigned to a particular message by the ESA. A MID is associated with every

message received by the Cisco appliance and can be tracked in mail logs.

NOTE : Learn more about the different type of IDs here: - What is a Message ID (MID), Injection Connection ID (ICID), or Delivery

Connection ID (DCID)?

9. Navigate back to the Outlook client, the mailboxes should have synchronized at this point, if they are not, force the
synchronization process by clicking Send/Receive Folder or by pressing the F9 key.

10. Here the action taken on the message can be seen; notice the custom message created earlier has been applied and

delivered to Alan advising him of the violation. Most importantly the message did not make it to the recipient as it was re-
directed the quarantine as per our instruction.
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E@_Reply @_Reply.ﬂ.ll @,Furward
Fri 372972017 4:44 P

MDD  Mail Delivery Systern <MAILER-DAEMON®@esa.dcloud.cisco.com:

MNew Employee File
Ta

E Originalbessage.bd (4.

Qutlook itern

You have sent an email that is inconsistent with corporate polices on acceptable use,
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Task - Monitor the DLP Policy (Estimated time to complete: 5min)

The DLP Incidents page shows information on the incidents of data loss prevention (DLP) policy violations occurring in outgoing
mail. The solution uses the DLP email policies enabled in the Outgoing Mail Policies table to detect sensitive data sent by users.

Every occurrence of an outgoing message violating a DLP policy is reported as an incident. Using the DLP Incidents report, it is
possible to answer questions like:

e What type of sensitive data are users sending?

e How severe are these DLP incidents?

¢ How many of these messages are being delivered?

e How many of these messages are being dropped?

e Who is sending these messages?

The DLP Incidents page is comprised of two main sections:

e The DLP incident trend graphs summarizing the top DLP incidents by severity (Low, Medium, High, Critical) and policy
matches.

e The DLP Incidents Details listing.
This task will perform some analysis on the pervious DLP incident to get more information on what happened and why it happened.

1. From GUI session on the workstation and navigate to Monitor > DLP Incidents report and from the incident summary a
Medium level violation will be recorded.

Incident Summary

B cCritical 0.0% 0
High 0.0% 0

B medium 100.0% 1
Low 0.0% 0
Total 1

: It may be necessary to refresh the window to see the violation in the report.

2. Scroll towards the bottom of the screen to view further details of this incident. The Medium column shows the violation.

DLP Incident Details @

DLP Policy Low | Medium High Critical Totalw Delivered (encryptad) Delivered {clear) Dropped
Social Security Humbers {15} i} 1 i} 0 1 0 i} i}
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3. Click on the incident under Medium this will launch Message Tracking where more information of the message flow and the
various actions applied to it can be viewed.

4. From the message tracking window, scroll towards the Results section and compare the message identification (MID) from
earlier on, this will be the same value.

Displaying 1 — 1 of 1 itemns.

1 29 Sep 2017 16:43:43 (GMT +01:00)
SEMDER: alan@dcloud.cisco.com
RECIPIENT: adam@dcloud-out.cisco.com
SUBIECT: Mew Emplayee File
LAST STATE: Message 279741 to alan@dcloud.cisco.com received remote SMTP response |
£ idcards xlsx

MID: 279740

Displaying 1 — 1 of 1 itemns.

5. Click Show Details to view this specific message in detail.

Message Details

Envelope and Header Summary

Received Timme: | 29 Sep 2017 16:43:43 (GMT +01:00)
MID: | 279742, 279740, 279741
Message Size: | 53.85 (KB

Subject: | Mew Emplovee File

Envelope Sender: | alan@dcloud.cisco.com MAILER-DAEMON@esa. doloud.cisco.com

Envelope Recipients:

adarm@dcloud-out.cisco.com

Meszage ID Header:

<000001d33939¢bb17e1e0$3147a5a0%4@dcloud cisco.com=

SMTF Auth User ID:

i

& attachments: | idcards.zlsx

Sending Host Summary

Reverse DNS Hostnare: | {unverified)

IP Address: | 195.18.133.36

SBRS Score: | not enabled
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6. Under the Processing Details section, click on the DLP Matched Content tab, to see exactly the content that caused the

violation.

Processing Details

summary DLP Matched Content

idcards xlsx: | Social Security Nurmbers (U3)

349-54-3042
240-13-85812
535-F1-2277
312-86-1312
147-29-3042
443-50-5080
247-11-2319
434-17-1717

MESSAGE ID "279740" MATCHED DLP POLICY: Social Security Murmbers (US)
Violation Severity: | MEDIUM (Risk Factor: 35)

7. Close the Message Tracking window.

8. Navigate to Monitor > Policy, Virus and Outbreak Quarantines > DLP Violations the message that never made it to the

recipient Adam will be in the quarantine created earlier.

Policy, Virus and Outbreak Quarantines
Policy, Yirus and Outhreak Quarantines
| &dd Policy Quarantine... || Search &cross Quarantines |
Quarantine Name Type Messages
DLP Yiolations Folicy 1
File Analysis Advanced Malware Protection 0
?I\:I;:;egzkby Rule Summary] DR €
Palicy Palicy 0
Unclassified Unclassified a
Virus Antivirus a

Default Action Last Message Quarantined On
Retain 7 days then Release | 29 Sep 2017 16:43 (GMT +01:00)
Retain 1 hour then Release 19 Sep 2017 08:30 (GMT +01:00)

Retention \aries

Y 13 Sep 2017 14:23 (GMT +01:00)

Retain 10 days then Delete 13 Sep 2017 14:23 (GMT +01:00)
Retain 30 days then Release N8
Retain 30 days then Delete M8

Available space for Policy, Vivus, Antimalware & Outbreak quarantines (s 35,

Size
54.05K
1]

]

0
i}
i}

Celete

w
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9. Click on the number under the Messages column to see the message details. Select the message and click the Release
button and confirm the action when prompted.

Messages in Quarantine: "DLP Violations"

Messages in Quarantine: “DLP Yiolations™

Action on selected items on page ¥ More Actions... M wiew All Messages || Search Quaranting...
sender Recipient Subject Received = Scheduled Exit Size In Other Quarantines | Quarantined for Reason Tracking
¥l alan@dcloud.ciscocom | adam@dcloud-out.cisco.c | New Employes File | 28 Sep 2017 16:43 (GMT +01:00) | 06 Oct 2017 16:43 (GMT +01:00) | 54.05K | — DLP Policy: 'Social Security Numbers (US)' | View

Messages in Quarantine: "DLP Violations™

Success — The selected message was released,

Messages in Quarantine: "DLP Yiolations™

Action on selected items on page ¥ || Release [| Delete || More Actions... v Wiew All Messages | Search Quarantine... |

Sender | Recipient Subject | Received = Scheduled Exit Zize | In Other Quarantines Quarantined for Reason Tracking

Mo records found,

10. Return to the workstation, synchronize the messages once more and the message will now appear in Adams mailbox, note
the additional text has been added as configured in the disclaimer earlier.

Search Current Mailbox £ | Current Mailbax ~ Q_Reply @.Replyrﬁ.ﬂ Q,Forward
Al Unread Mentions By Date = hewest + Fri /281207 did4 P
4 Today AA  Alan Alpha <alan@dcloud.cisco.com»
Alan Alpha ] MWew Employee File
Mew Employee File 5:13 PM )
Adam, here is the file containing information for the new To  adam@dcloud-ouk.cisco.com

s idcards s
ﬂ AT KR

Adam, hereis the file containing information for the new employee you requested.
This email may contain confidential and priviledged material for the sole use of the intended recipient only,

11. Open the attachment to confirm the content is once again visible.

NOTE: Typically in a use like this it would be advisable either encrypt the message prior to sending it or leave it in the quarantine
rather than releasing it.
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Scenario 2.  Protecting Against Malicious or Undesirable URLs

Use Case

The advertising department of Voyage Corp decided to work on a new campaign to make better use of how the company products
are advertised. Previously all advertising was limited to the popular computing journals. The director of advertising operations has
asked his team to make use of additional resources to really drive the message home on Voyage Corps products and services
following a small dip in services revenue.

Several advertising agencies were approached to better understand how Voyage Corp could advertise using on-line computing
websites and blogs. Sample adverts were placed on several sites and the results of the trial with weekly statistics were sent to the
advertising manager via email for review. One late afternoon the advertising manager clicked on a link within an innocent looking
message, which resulted in his browser redirecting him to a website that downloaded, unknown to him at the time, some malicious
code that shut down key services on his computer. Once this was reported to the in-house support team, the infected machine as
immediately removed from the network for cleansing and posture assessment; the whole process took a few days prompting the
introduction of Outbreak Filtering technology.

Security Control

Control and protection against malicious or undesirable links is incorporated into the anti-spam, outbreak, content, and message
filtering processes in the work queue. These controls increase the effectiveness of protection from malicious URLs in messages.

URL filtering is incorporated into Outbreak Filtering. This strengthened protection is useful even if an organization already has a
Cisco Web Security Appliance or similar protection from web-based threats, because it blocks threats at the point of entry.

Objective

This scenario will demonstrate how to protect against malicious URLs within emails by leveraging the Cisco Security Proxy service
to ensure end users are not accessing websites that may be a source of malware of viruses.
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Steps

Task - Accessing URLs within Messages (Estimated time to complete: 5 min)

The first task will demonstrate how potentially dangerous links within email could be if mechanisms are not in place to advise
users of the dangers of URL within messages.

From the workstation launch Microsoft Outlook and from Adams inbox, prepare a new message with the following parameters.
e To: alan@dcloud.cisco.com
e  Subject: New Website Launch

e Body: Hi Alan,
We've updated our website, be sure to visit us.
www.ihaveabadreputation.com

Regards,

Mg site Launch - b e (HThL)
Mlessage Format Text Rewiewn Q Tell me what wou want to do
il P =1 e¥ L -
D Cut Calibri(Boc = |11 ~| A A | 1= » =« | Ao -'.'-&: ,:?\E@ @ ] _.Z‘ ™ Follow Uip
Copy ) I High Importance
Paste I u 3. .& . = = = &= 3= Address Check Attach Attach Signature
- ~ Forrmat Painter - = T 7 77 7 Book Mares  File= Ttern = - b Low Importance
Clipboard P Easic Text Pl Mames Include Tags P
Fram = adam@dcloud-out.cisco.cam
1=1
To... ‘alani@dcloud. cisco. com';
Send
CC,
Subject Mew Website Launch
Hi &lan,
Wwe've updated our new wehbsite, be suretowisit us,
wewow ihaveabadreputation. com
F{egardsJ|

3.
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4. Examine Alan’s inbox to verify receipt of the message. It should appear arrive exactly as sent with the potentially malicious
hyperlink present.

52 Reply @gﬁeply.&ll =4 Formard
Fri 9/29/2017 5:29 PM

AA  Adam Alpha <adam@dcloud-out.cisco.com:
Mew Website Launch

To  alan@dcloud, cisco.com

Hi Alan,
Wwe've updated ournew wehbsite, be suretovisit us.

wewewd ibavesbadreputation. com

Regards,

5. Click the hyperlink within the message once, it will then launch a browser with the site accessible, if this was a site that
contained malicious content the end user that clicked the link would be exposed and the damage could spread quickly
between across interconnected devices.

ihaveabadreputation.com/ *® \_q.

@ wwawihaveabadreputation,.com o A Search

| have a bad reputation.
If you're seeing this, and this were not a test site, you might have been exposed to malicious content

For example, this image? Could have been malicious

6. Close the browser window.
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Task - Configuring a Content Filter (Estimated time to complete: 3 min)
Content Filters are used to customize handling of messages beyond the standard routine handling by the other content security
features such as anti-virus scanning or DLP.
For example, a content filter can be used to, if the content warrants quarantining for later examination, or because corporate policy
requires certain messages to be encrypted before delivery
Content filters have the following components:

e conditions - that determine when the solution uses a content filter to scan a message (optional)

e actions - that the solution takes on a message (required)

This task will create a new content filter to identify potentially malicious URLs within email messages and take an appropriate

action on that message — direct it through the Cisco Security Proxy, which in turn will determine if the URL is in fact potentially
dangerous.

1. From the workstation access the GUI and navigate to Mail Policy > Incoming Content Filters and click Add Filter.
2. Using the following settings configure the Conditions and Actions.
e Name: URL_Filter

e Description: Redirect URLs within email messages

e Action 1: URL Reputation > Redirect to Cisco Security Proxy

Add Action
Quarantine )
Encrypt on Delivery URL Reputation Help
Strip Attachment by Content What is the reputation of URL's in the message? This rule
Strip Attachment by File Info evaluates URL's using their Web Based Reputation Score (WBRS).

Strip Attachment With Macro

URL Category URL Reputation is:
URL Reputation & Malicious (-10.0 to -6.0)
Add Disclaimer Text

Bypass Outbreak Filter Scanning
Bypass DKIM Signing

Send Copy (Bcc:)

Notify

Change Recipient to

Send to Alternate Destination
Host

Deliver from IP Interface

Strip Header

Add/Edit Header

Forged Email Detection

Add Message Tag

Add Log Entry

S/MIME Sign/Encrypt on Delivery

Encrypt and Deliver Now (Final
Action)

Neutral (-5.9 to 5.9)
Clean (6.0 to 10.0)

Custom Range (min to max)

Mo Score

Use a URL whitelist: | None ¥ | (@

Action on URL:
Defang URL 2

o Redirect to Cisco Security Proxy @

Replace URL with text message
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3. Click OK.

Add Incoming Content Filter

Content Filter Settings

Name: ' |[URL_Filter

Currently Used by Policies: Mo policies currently use this rule.

Description: | Redirect URL's within ermail messages

Conditions
| Add Condition... l

There are no conditions, so actions will always appiy.

_Add Action..."]
Order Action Rule Delete
1 URL Reputation url-reputation-proxy-redirect(-10.00, -6.00,"",0) W

4. Click Submit to apply the actions

Incoming Content Filters

Success — The filber "URL_Filter” was submitted. To enable this filcer for a specific policy, go to Mail Paolicies =

Incoming Mail Policies and select the content filter settings for that policy row,

Order | Filter Name

Description | Rules | Policies
1 URL_Filter Mot in use

o
Edit Filter Order...

Duplicate | Delete

ey

5. Once complete, ensure the changes are applied by clicking the Commit Changes button, adding optional comments if

desired.
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Task - Edit Incoming Mail Policy (Estimated time to complete: 1 min)

Once the necessary content filter has been configured it must be enabled to a Mail Policy to be effective.

1. From the workstation access the GUI and navigate to Mail Policy > Incoming Mail Policies and click within the Content
Filters box of the Default Policy.

Incoming Mail Policies

Find Policies

Ernail Address: I * Recipient Find Policies
Sender
Add Palicy...
order | Policy Name Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters | Delete
Default Palicy | IronPort Anti-Spam Sophos File Reputation Graymail Detection | Enabled Retention Time:
Positive: Quarantine Repaired: Deliver Unscannable: Deliver Marketing: Deliver | (nao filkers) Wirus: 1 day
Suspected: Quarantine | Encrypted: Deliver Malware File: Drop Social: Deliver
Unscannable: Deliver | Pending Analysis: Deliver Bulk: Deliver
Wirus Positive: Drop Mailbox Auto Remediation: Disabled

Key: [ Default |[ custom |[ Disabled

2. Place a checkmark against the content filter URL_Filter created in the previous step to enable it.

Mail Policies: Content Filters

Content Filtering for: Default Policy

Enable Content Filters {Customize settings) ¥

Content Filters

Enable
|«

Order | Filter Name Description

1 URL_Filter Redirect URL's within erail messages

3. Click Submit to create the content Filter and verify the policy.
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Incoming Mail Policies
Surcess — The Content Filker settings for the Default Policy were submitted.
Find Policies
Email Address: I * Recipient Es
sender
Add Policy. ..
order | Policy Name Anti-Spam Anti-Wirus Advanced Malware Protection Graymail Content Filters | Qutbreak Filters | Delete
Default Policy | IronPort Anti-Spam Zophos File Reputation Graymail Detection  URL_Filter Fetention Time:
Paositive: Quarantine Repaired: Deliver Unscannable: Deliver Marketing: Deliver Virus: 1 day
Suspected: Quarantine | Encrypted: Deliver Malware File: Drop Sacial: Deliver
Unscannable: Deliver | Pending Analysis: Deliver Bulk: Deliver
Virus Pasitive: Drop Mailbox Auto Remediation: Disabled
Key: [ Default |[ Custom |[ Disabled |

4. Once complete, ensure the changes are applied by clicking the Commit Changes button - top right of screen, adding optional
comments if desired.

Task - Testing URL Filtering (Estimated time to complete: 5 min)

With the pre-requisite configuration in place, the URL Filtering feature can be tested by sending an email to Alan from external user
Adam with a potentially malicious URL within the body of the message.

Initiate a CLI session

Prior to preparing the message, initiate a connection to the Cisco Email Security solution from the CLI in order to view, using the
tail command, the mail logs to see the message being processed and the actions being applied as it works its way through the
pipeline, repeat the same steps to initiate this from the previous scenario.

1. From the workstation launch Microsoft Outlook and from Adams inbox, prepare a new message with the following parameters.
e To: alan@dcloud.cisco.com
e  Subject: New Website Site

e Body: Hi Alan,
We've updated our website with new offers, please visit to take advantage of some amazing offers!
www.ihaveabadreputation.com
Regards,
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New ‘Website Launch - Message (HTML)

Options Format Text Review Q Tell me what you want to do
ey ¥ it o | A — szl et o, * Follow Up ~
b Calibi.  -[11 -|A A =E-i=- | % |““‘E Yo MJ P 4 FAon e
Copy __‘ I High Importance
Paste . B I U . A. === 3= Address Check Attach Attach Signature
- ™ Format Painter o =T T T 7 Book Mames Filer Hem~ - ¥ Low Importance
Clipboard [} Basic Text I Names Include Tags 1 L
Fromw adam@dcloud-out.cisco.com
1= . : :
To., ‘slan@dcloud. cisco.com’
Send
€
Subject Mews Website Launch
Hi alan,
we've updated ourlwebsite with new offers, please visit take advantage of some amazing offers!
whww.ihaveabadreputation.com
Regards,

2. Send the emalil - Force the synchronization process by clicking Send/Receive Folder or by pressing the F9 key.
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3. Switch back to the CLI and notice how the content filter handled the message, it was redirect to the Cisco Security Proxy
which will determine based on web reputation if the URL within the message is potentially dangerous.

17:38:085 : Start HWID 279747 ICID 6431
17:38:085 : MID 279747 ICID 6431 From: <adam@dcloud-out.cisco.com>
17:38:085 : MID 279747 ICID 6431 RID @ To: <alan@dcloud.cisco.com>
17:38:85 : WID 279747 HMessage-ID *<B82181d339414$5356c7d08SFafus77085Rdcloud-out .cisco..com>*
17:38:685 : MID 279747 Subject 'Hew Website Launch®
17:38:685 : MID 279747 ready 3385 bytes from <{adam@dcloud-out.cisco.com>
17:38:05 : MID 279747 matched all recipients for per-recipient policy DEFAULT in the inbound table
17:38:05 : MID 279747 interim verdict using engine: CASE spam negative
17:38:05 : MID 279747 using engine: CASE spam negative
17:38:05 : MID 279747 interim AV verdict using Sophos CLEAN
17:38:05 : MID 279747 antivirus negative
17:38:085 : MID 279747 AMP file reputation verdict : SKIPPED (no attachment in message)
17:38:085 : MID 279747 using engine: GRAYMAIL nega e
g 279747 url-reputation-proxy-redirect-action filter "URL Filter®
29 17:38:85 2817 : Message finished MID 279747 done
29 17:38:85 2017 : MID 279748 Outbreak Filters: verdict negative
29 17:38:85 2817 : MID 279748 queued for delivery
29 17:38:85 2817 : New SHMTP DCID 2543 interface 198.18.133.146 address 198.18.133.2 port 25
29 17:38:85 2817 : Delivery start DCID 2543 MID 279748 to RID [8]
29 17:38:86 2817 : Message done DCID 2543 MID 279748 to RID [8]
29 17:38:86 2817 : MID 279748 RID [@] Response '2_6.8 <802181d3394155356c7d05Fapus7705Bdcloud-out .cisco . com> [Inter|
nalld=4] Queued mail for delivery’
Fri Sep 29 17:38:86 2817 Info: HMessage finished HMID 279748 done
Fri Sep 29 17:38:87 2817 Info: ICID 6431 close
Fri Sep 29 17:38:11 2017 Info: DCID 2543 close

4. Navigate back to Alan’s inbox, notice how the URL has now changed, with the hyperlink much longer as it contains a
redirection to the Cisco Security Proxy.

MNew Website Launch

Hi Alan,

We've updated our website with new offers, please visit take advantage of some amazing offers!

Regards,

NOTE: URL reputation and category are provided by cloud-based Cisco Web Security Services. The Email Security Solution
connects to the Cisco Web Security Services either directly or through a web proxy, using the port specified for URL filtering
services in Firewall Information Communication is over HTTPS with mutual certificate authentication.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 37 of 115



Cisco dCloud

5. Click the URL once to access it within a browser and note that based on reputation access to the URL is strictly prohibited as

per the policy configured earlier.

Malware Detected!
http:ffwu-.rw.ihaveabadreputation.com

Based on dCloud access policies, the web site you are attempting to access has been blocked
because it has been determined to be a security threat to your computer or the organization's
network. This web site has been associated with malware/spyware.

If you have guestions, please contact https:/www.cisco.com/cisco/web/siteassets/contacts
findex.html and provide the codes shown below.

Your IP: 17

URL: http ihaveabadreputation.com

Reason. MALWARE

Threat Reason: Researchers or users identified possible threats

6. Navigate to Monitor > My Dashboard and note the Messages with Malicious URLs chart reflects what actions have taken
place.

Overview > Incoming Mail Summary

Message Category Messages
B stopped by Reputation Filtering 0.0% 0
Stopped as Invalid Recipients 0.0% 0
Spam Detected 0.0% 0
| Virus Detected 0.0% 0
B Detected by Advanced Malware Protection 0.0% 0
B Messages with Malicious URLs 100.0% 2
. Stopped by Content Filter 0.0% 0
[ Stopped by DMARC 0.0% 0
. S/MIME Verification/Decryption Failed 0.0% 0
Total Threat Messages: . 0.0% . 0

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Page 38 of 115



Cisco dCloud

Scenario 3. Outbreak Filters

Use Case

Recently the services arm of Voyage Corp launched a new catalogue of customised services for the retail sector to help them
procure, utilise and support the various IT products that they offer; this was launched on the back of a successful marketing
campaign where email was the primary method of communication for this launch.

A mailing list was used to send out the marketing emails, however all replies were sent to a marketing co-ordinator who was
responsible for gathering metrics of the campaign, unfortunately the marketing co-ordinator received an email containing
attachments and URL that at first glance appeared to be non-suspicious, however after clicking the link within the email an infected
payload was delivered to her personal computer that was not detected by the multiple anti-virus engines installed across the
company infrastructure.

Security Control

This scenario demonstrates how Outbreak Filters protect users from targeted, URL-based threats.

Low volume, targeted threats can be difficult to detect. If anti-spam settings are too high, false positives will increase, leaving users
searching quarantines for legitimate messages. However, if anti-spam settings are too low, more spam will get through.

Outbreak Filters gives suspicious emails additional checks. If a message fails those checks, the ESA will rewrite URLS, quarantine,
and then rescan the message after release before delivering it. This quarantine gives the ESA time to hold the message to see if
new anti-spam rules that arrive identify the message as spam/malicious before the message release time occurs.

Objective

This scenario will demonstrate how to protect Outbreak Filters protects an organization from large-scale virus outbreaks and
smaller, non-viral attacks, such as phishing scams and malware distribution, as they occur. Unlike most anti-malware security
software, which cannot detect new outbreaks until data is collected and a software update is published.

NOTE: Some of the pre-requisite tasls for this scenario have been configured ahead of time, such as disclaimers. The creation of
disclaimers for this exercise is similar to those experienced in the previous scenario.
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Steps

Task - Verify Outbreak Filter Disclaimers (Estimated time to complete: 2 min)

Similar to the previous scenario text resources play an important role in policy configuration on the Cisco Email Security Solution.
For outbreak filters, they allow valuable information and feedback to be displayed to users when the solution applies a policy that
prevents an action from being completed.

1. Within disclaimers action variables can also be used to provide more specific information, for example with outbreak filters the
following action variables are available:

Sthreat_category Replaced with the type of Outbreak Filters threat, such as phishing, virus, scam, or malware.

Sthreat_type Replaced by a subcategory of the Outbreak Filters threat category. For example, can be a charity scam, a financial phishing
attempt, a fake deal, etc.

Sthreat_description Replaced by a description of the Outbreak Filters threat.

Sthreat_level Replaced by the message's threat level (score 0 - 5).

$threat_verdict Replaced by Yes or No, depending on the Message Modification Threat Level threshold. If the viral or non-viral threat level of

a message is greater than or equal to the message modification threat level threshold, the value of this variable is set to Yes.

2. For this task, verify and review the pre-configured Outbreak Filter Disclaimer.

3. Navigate to Mail Policies > Text Resources and click the pre-configured OFDisclaimer from the list of text resources.

Text Rasources

Text Resources Items per page
&dd Text Resource... | Irmport Text Resource... |
Text Resource Name Type Preview | Delete
CLP Matify DLP Motification Termplate =y i}
MotifySender DLP Motification Termplate =y i}
CorporateDisclaimer Disclaimer Template =y i}
CLP Disclairmer Disclaimer Template = i
CFDisclairner Disclaimer Template = i
SpoofWarning Disclaimer Template = i}

Export Text Resource,..

4. This type of disclaimer utilizes HTML text as well as action variables. When a text resource containing both HTML-based and
plain text messages is applied to an email message, the HTML-based text resource message is applied to the text/html part of
the email message, and the plain text message is applied to the text/plain part of the email message.
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5. When an HTML-based text resource is edited, the GUI includes a rich text edit that allows the entering of rich text without
having to manually write HTML code.

Edit Text Resource

Mame: | OFDisclaimer
Type: | Disclaimer Template

HTML: Insert Variables

Fort Name and Size Fant Style Code View
|Arial ¥ | Normal '|| B | I |Ll |

WARNING: This message has been identified as a possible Sthreat_category
message of type: Sthreat_type

Flease beware of any links in this email and think twice before clicking them

$threat_description

6. Click the Cancel button to revert to the previous screen, no changes needed.

Task - Configure Outbreak Filter setting (Estimated time to complete: 2 min)

An Outbreak Filter rule is basically a Threat Level (e.g. 4) associated with a set of characteristics for an email message and
attachment — things such as file size, file type, file name, message content, and so on. For example, assume the Cisco SIO
notices an increase in the occurrences of a suspicious email message carrying a .exe attachment that is 143 kilobytes in size, and
whose file name includes a specific keyword (hello for example). An Outbreak Rule is published increasing the Threat Level for
messages matching this criterion. The Cisco Email Security Solution checks for and downloads newly published Outbreak and
Adaptive Rules every 5 minutes by default. On the solution, a threshold is set for quarantining suspicious messages. If the Threat
Level for a message is equal to or exceeds the quarantine threshold, the message is sent to the Outbreak quarantine area.

1. Edit the Outbreak policy to modify messages, click the link under the Outbreak Filters column (Retention Time: Virus 1 day)
to open the Outbreak Filters page.
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2. Under the Message Modification section, place a check mark against the Enable message modification. This is required for
non-viral threat detection (excluding attachments). Click Submit.

Mail Policies: Outbreak Filters

Outbreak Filtering for: Default Policy

Enable Qutbreak Filtering {(Customize settings) ¥

Outbreak Filter Settings

Quarantine Threat Level: ‘:?' 1T

Maximum Quarantine Retention: | yira| Attachments: I—
i 1 Days ¥
Other Threats: |4— Hours ¥
Deliver messages without adding thern to quarantine

Bypass Attachment Scanning: b | safe, exe

Message Modification

# Enahle message modification. Required for non-viral threat detection (excluding attachments)

Message Modification Threat Level: ‘:E‘ 3T

Message Subject: | [prepend ¥ | [SUSPICIOUS MESSAGE] Insert Varlables | Preview Text &

Include the X-IronPart-Qutbreak-Status headers: | & g/ obis for all messages

Enable only for threat-based outbreak

Disable

Include the X-IronPart-Outbreak-Description header: | 5 g b0

Disable

3. Once complete, ensure the changes are applied by clicking the Commit Changes button, adding optional comments if
desired.

Task - Testing Outbreak filters (Estimated time to complete: 5 min)

To demonstrate how the Outbreak Filter works, send an email from Adam to Alan, this simulates a message coming into the
organization from an external user as per our earlier topology.

Initiate a CLI session

1. Prior to preparing the message, initiate a connection to the Cisco Email Security solution from the CLI in order to view, using
the tail command, the mail logs to see the message being processed and the actions being applied as it works its way through
the pipeline, repeat the same steps to initiate this from the previous scenario.

2. From the workstation launch Outlook from the desktop and from Adams mailbox create an email with the following
parameters:

e To: alan@dcloud.cisco.com
e  Subject: Photos
e Body: Here are the photos of the new product design mentioned on our call.

e Attach: Attach the following file photo.voftest - located on the desktop under the Outbreak sub folder.
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Insert Options Format Text Review Q Tell me what you want to do

il 2 - . A al
Calibn »*11 A A -~ ¥ R o & 4 | .
Paste E B I U ™. - | = = #= 3= Address Ch
Z N Format Painter L = Book MNar
“lipboard = Basic Text u Name
Fram adam@dcloud-out.cisco.com
=]
To... ‘alan@dcloud. cisco.com'
send
bject Photo's
H: Alan,
Here are the photo’s for the marketing campaign as discussed on our last call.
Regards,

y: ™ Fo

! High Importance

tUp~

Attach Attach Signature
File* Item~ = ¥ Low Importance

Include Tag M=

3. Send the emalil - Force the synchronization process by clicking Send/Receive Folder or by pressing the F9 key.

NOTE: The attachment contains enough information to trigger an action from as Outbreak Rule ID 190 is in fact a system test,

verify this in Security Services > Outbreak Filters

4. Navigate to the CLI shell opened previously and look for the message that implies the message has been quarantined. Note,

the Threat Level of 3, this indicates that either the message is part of a confirmed outbreak or there is a medium to large risk
of its content being a threat, also note how the anti-virus engines delivered a clean result.

MID 279793 Subject "Photo's™

MID 279793 attachment ‘photo.voftest’

2017 MID 279793 using engine: CASE spam negative
2017 MID 279793 antivirus negative
2017 MID 279793 using engine: GRAYHAIL
16:28:58 2817 2797923 Virus Threat Level=3
16:28:58 2817 279793 attachment types voftest
2017 Message finished HID 279793 done

16:28:58 2817 Message finished HID 279794 done
16:28:59 2017 ICID 6468 close

[N L i —. . [P N N S A N S R N Y
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2017 279793 Outbreak Filters: verdict positive
16:28:58 2817 279793 Threat Level=3 Category=Virus Type=Viral Attachment

16:28:57 2817 MID 279793 ICID 6468 From: <{adam@dcloud-out.clsco.com>
2817 MID 279793 ICID 6468 RID @ To: <alan@dcloud.cisco.com>
MID 279793 Hessage-1ID '<{@B47P1d33aca$B11515005033F3F005Rdcloud-out .cisco.com> '
MID 279793 ready 3628 bytes from <adam@dcloud-out.cisco.com>

2017 MID 279793 matched all recipients for per-recipient policy DEFAULT in the inbound table
2017 MID 279793 interim verdict using engine: CASE negative

2017 MID 279793 interim AV verdict using Sophos CLEAN

2017 MID 279793 rewritten to MID 279794 by add-heading filter 'Heading Stamping’

217 MID 279794 quarantined to "Outbreak™ {Outbreak rule:OUTBREAK_80688198)
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5. Make note of the MID and note what final action was applied to the message — Quarantine.

MID
HID
HMID
MID
MID
MID
HID
HMID
MID
MID
MID
HID
HMID
MID
MID
MID
HID

279793
279793
279793
279793
279793
279793
279793
279793
279793
279793
279793
279793
279793
279793
279793
279793
279793

ICID 6468 From: <{adam@dcloud-out.cisco.com>

ICID 6468 RID @ To: <alan@dcloud.cisco.com>

Hessage-ID *< @047 01d33aca$@115150085 023 F3f AASEdc loud-out .cisco.com>*
Subject “Photo"s™

ready 3628 bytes from <{adam@dcloud-out.cisco.com>

attachment ‘photo.voftest’

matched all recipients for per-recipient policy DEFAULT in the inbound table
interim verdict using engine: CASE negative

using engine: CASE spam negative

interim AV verdict using Sophos CLEAH

antivirus negative

using engine: GRAYHMAIL negative

Outbreak Filters: wverdict positive

Threat Leuel=3 Category=Uirus Type=Uiral Attachment

Uirus Threat Level=32

attachment types voftest

rewritten to HID 279794 by add-heading filter 'Heading Stamping'

Message finished HID 279793 done

MID 279794 quarantined to "Outbhreak’™ {(Outbreak rule:0UTBREAK 6888198)
16:28:58 Message finished HID 279794 done
16:28:59 ICID 5468 close

6. Return to Outlook client and click the Inbox for Alan. The message will not be present since it has been quarantined by our
content filter created earlier. Navigate to Monitor > Policy, Virus and Outbreak Quarantines and note there is a message

now in the Outbreak quarantine.

Policy, Virus and Outbreak Quarantines

Policy, ¥irus and Outbreak Quarantines

Add Policy Quarantine. .. | Search Across Quarantines |
Quarantine Name Type Messages | Default Actian Last Message Quarantined ©n Size Delete
DLF Yiolations Policy 0 | Retain 7 days then Release | 29 Sep 2017 17:21 (GMT +01:00) | 0 |
File Analysis Advanced Malware Protection 0 | Retain 1 hour then Release | 01 Oct 2017 08:26 {(GMT +01:00) | 0
?;;:;Zikby Rule Summary] | Ottbreak 1 ngieo"l'jtf"{'e}"ea;sie: 01 Oct 2017 16:28 (GMT +01:00) | <.31K
Policy Palicy 0 | Retain 10 days then Delete 13 Sep 2017 14:23 (GMT +01:00) | 0 |
Unclassified Unclassified 0 | Retain 30 days then Release NAA 1}
Virus Antivirus 0 | Retain 30 days then Delete A i}

Avaitable space for Folicy, Lirus, Antimalware & Outhresl guarantines is 3G,

7. Click the value in the Message Column to view the message, note the reason it was quarantined.

Messages in Quarantine: "Outbreak™

Messages in Quarantine: "Outbreak”

Wiew: Standard | by Rule Summary

Action on selected items on page ¥ FMore Actions... v Search Quarantine. .,
sender Recipient Subject Received « Scheduled Exit Size | In Other Quarantines | Quarantined for Reason | Tracking
adam@dcloud-out.cisco.” | alan@deloud cisco.com [SUSPICIOUS MESSAGE] Photo's | 01 Oct 2017 16:28 (GMT +01:00) | 02 Oct 2017 16:28 (GMT +01:00) 431K | — OUTBREAK_0000190 | wisw
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8. Click View under Tracking to launch Message Tracking and scroll down towards the Results section to view the message, the
MID should reference what was noted earlier.

Displaving 1 — 1 of 1 items.

1 01 Qct 2017 16:28:57 (GMT +01:00})

SEMDER: adarm@dcloud-out.cisco.com
RECIPIEMNT: alan@dcloud.cisco.com
SUBIECT: Photo's

& photo . voftest

LAST STATE: Message 279794 quarantined to Qutbreak by Outbrealk Filters rule, QUTBREA

[I0 279793

Displaving 1 — 1 of 1 items.

9. Click Show Details to get further details on how this message was processed by the Cisco Email Security Solution and the
impact of the various engines. Finally, the outbreak filter verdict and final action — send to quarantine.

Message Details

Envelope and Header Summary

Received Time:

01 Oct 2017 16:28:57 (GMT +01:00)

MID: | 279794, 279793
Message Size: | 3.54 (KB)
Subject: | Photo's

Envelope Sender:

adarm@dcloud-out.cisco.com

Envelope Recipients:

alan@dcloud cisco.cam

Message ID Header:

<004701d33acad011515004033f3f00%@dcloud-aut.cisco.com =

SMTP Auth User ID:

M

& Attachments:

Reverse DNS Hostname:

photo . voftest

Sending Host Summary

[unverified)

IP Address:

195.158.1533.36

SBRE Score:

Mone
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________________________________________________________________________________________________________________________________________________________________________________|]
Processing Details

MAIL POLICY "DEFAULT" MATCHED THESE RECIPIENTS: alan@dcloud.cisco.com

01 Oct 2017 16:28:57 (SMT +01:00) | Protocol SMTP interface Metwork (IP 198.158.135.146) on incoming connection (ICID 6468)
from sender IP 198.18.133.36, Reverse DNS host Mone verified no.

01 Oct 2017 16:28:57 (GMT +01:00) | (ICID 6468) ACCEPT sender group UNKNOWRMNLIST rmatch sbrs[none] SBRS Maone country Mone
01 Oct 2017 16:28:57 (GMT +01:00) | Start message 279793 on incoming connection (ICID 6468),

01 Oct 2017 16:28:57 (SMT +01:00) | Message 279793 engueued on incoming connection (ICID 6468) from adam@dcloud-
out.cisco.com,

01 Oct 2017 16:28:57 (GMT +01:00) | Message 279793 on incoming connection (ICID 6468) added recipient
{alan@dcloud.cisco.cam).

01 Oct 2017 16:28:57 (GMT +01:00) | Message 279793 contains message ID header
"&lt;004701d33aca$01151500$0353f3f00$@dcloud-out. cisco .comugt; ',

01 Oct 2017 16:28:57 (GMT +01:00) | Message 279793 original subject on injection: Photo's

01 Oct 2017 16:28:57 (GMT +01:00) | Message 279793 (3628 bytes) from adam@dcloud-out.cisco.corm ready.

01 Oct 2017 16:28:57 (GMT +01:00) | Message 279793 contains attachrnent ‘photo.voftest',

01 Oct 2017 16:28:57 (GMT +01:00) | Message 279793 matched per-recipient policy DEFAULT for inbound mail policies.

01 Oct 2017 16:28:58 (GMT +01:00) | Message 279793 scanned by Anti-Sparm engine: CASE. Interim verdict: negative

01 Oct 2017 16:28:58 (GMT +01:00) | Message 279793 scanned by Anti-Spam engine CASE. Interim werdict: definitely negative.
01 Ockt 2017 16:28:58 (SMT +01:00) | Message 279793 scanned by Anti-Spam engine: CASE. Final werdict: Megative

01 Oct 2017 16:26:58 (GMT +01:00) | Message 279793 scanned by Anti-Wirus engine Saphas. Interim verdict: CLEAN

01 Oct 2017 16:28:58 (GMT +01:00) | Message 279793 scanned by Anti-Virus engine. Final verdict: Negative

01 Oct 2017 16:28:58 (SMT +01: -anned by Qutbreal: Filters, Yerdict: Pos

01 Oct 2017 16:25:55 (GMT +01:00) | Message 279793 VYirus Threat Level=3

01 Oct 2017 16:23:53 (GMT +01:00) | Message 279793 contains attachrnent types woftest

01 Oct 2017 16:28:58 (SMT +01:00) | Message 279793 rewritten as new message 279794 by add-heading Heading Stamping filter

01 Oct 2017 16:25:58 (GMT +01:00) | Message 279794 quarantined to <a
href="https:/fesa.deloud.cisco.cam/monitardlocal_quarantines_message?CSRFKey=c05ef619-
720e-238d-09aa-5447c37d27efkname=Cutbreak&rmid=279794"
target="_hlank"=0Outhreak«</a> by Outhreal Filkers rule. QUTBREAK_0000190

10. Close the window to return to the Message Tracking window

11. Click the Back to Quarantine hyperlink, just below the Results section.

Displayingl — 1 of 1 items.

1 01 Oct2017 16:28:57 (GMT +01:00) MID: 279793

SEMDER: adam@dcloud-out.cisco.com

RECIPIENT: alan@dcloud.cisco.com

SUBIECT: Phota's

LAST STATE: Message 279794 quarantined to Qutbreak by Qutbreak Filters rule, QUTBRES
£ photo voftest

Displaying1 — 1 of 1 items.

Back to Quarantine
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12. Note the subject header, place a checkmark against the message and click the Release button, acknowledging the action
when prompted

Messages in Quarantine: "Outbreak™

Messages in Quarantine: "Outbreak™

View: Standard | by Rule Summary
Action on selected itemns on page ¥ Maore Actions... v

Sender Recipient Subject Received + Scheduled Exit Size
#| | adam@dcloud-out.cisco. alan@dcloud.cisco.com [SUSPICIOUS MESSAGE] Photo': 01 Oct 2017 16:28 (GMT +01:00) | 02 Oct 2017 16:258 (GMT +01:00) | 4.31K

13. Navigate back to the outlook client and force the mailboxes to synchronize, the message will now appear in Alan’s inbox and
the subject header has been pre-pended as per our policy and warning information applied to the body of the file advising the
recipient to exercise caution.

E e oryar
2 Reply [E2Reply &ll £ Fonward
Sun 002017 129 PM

AA  Adam Alpha <adam@dcloud-out.cisco.com:
[SUSPICIOUS MESSAGE] Photo's

To  alan@dcloud,cisco,com

photowoftest
139 brytes

WARNING: This message has beenidentified asa possible Wirus message of type: Viral Attachment

Please heware of any links in this email and think twice before clicking them

It may contain a virus or other malicious softwarethatis installed whenthe attachment is opened, Do not open suspicious
attachments.

Hi &lan,

Here are the photo'sfor the marketing campaign as discussed on our last call,

Regards,
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14. Navigate back to the CLI window, and note how once the message is
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Scenario 4. Forged Email Detection

Use Case

Business leaders congregated for a conference to discuss the next generation of Internet of Things (I0T) challenges the customers
of Voyage and its partners will potentially face over the coming years in order to address the rapid acceleration connected devices
and the security challenges that will unfold. Voyage see this as great opportunity to gain further market share with their current
offerings and mandated that key members of the business development team attend. Several market researchers were present
and additional information that was needed on the back of key meetings was to be distributed after the event by email.

On return from the event the Director of operations reported receiving an email demanding immediate payment for an overdue
invoice. Upon closer examination of the request additional confirmation of its authenticity was sought and it then materialised that
this request was not legitimate.

Security Control

The Cisco Email Security solution can detect fraudulent messages with forged sender address (From: header) and perform
specified actions on such messages.

For example, it is possible to detect messages with forged sender address and replace the From: header with the Envelope
Sender. In this case, the employee will see the email address of the real sender (fraudsters) instead of the forged email address.

Objective
This scenario demonstrates how Forged Email Detection (FED) protects a selected targeted user or group (typically executives
that have high levels of corporate access, fiduciary and financial control) from phishing attacks.

Low volume, targeted threats can be difficult to detect. Forging, or spoofing, email is easy to do. It can be done from within a LAN
or from an external environment using Trojans. Forged email is often used in spam and phishing campaigns.

This scenario focuses on the resolution of spoofs that come from outside an organization when a sender impersonates an
employee.

NOTE: Some of the basic pre-requisites for this scenario have been configured ahead of time, such as disclaimers. The creation of
disclaimers for this exercise is similar to those experienced in the previous scenario.
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Steps

Task - Sending a Spoofed email (Estimated time to complete: 3 min)

This task will demonstrate what a potentially forged email looks like and how easy it is to craft and send using basic skills. At first
glance as the message lands in the mailbox of the indented target it can look like the email has come from the spoofed sender.

1. From the workstation launch Microsoft Outlook and from Adams inbox, prepare a new message with the following parameters.
e From: crobbins@cisco.com
e To: alan@dcloud.cisco.com

e  Subject: Immediate Payment Required

Body: Alan, your account is overdue, to prevent further action please make an immediate payment of 50,000 USD to the
following account:

Sort Code: 20-20-19
Account; 71584006

Regards,
Chuck (CEO).

Immediate Payment Required - Message (HTML)

Options Format Text Re ; G' Tell me you want to do
ey X Cut — === sz1 ef A fi B, ® Follow Up ~
m Colibri @oc- |11 ~| A A EZ~ - A [23) wR) UJJ 'J |:‘|' P> foljowp
L py o ' High Importance
Paste , B I U ¥, A-Bl== #= 3= Address Check Attach Attach Signature
2 ¥ Format Painter = B |Rdak Neme: | Fila® Hem~ & ¥ Low Importance
Clipboard ra Basic Text 0 Names Include Tags F
From = crobbins@cisco.com
=1 . —
To ‘alan@dcloud.cisco.com’;
Send
o
Subject Immediate Payment Required

Alan, youraccount is overdue, toavoidfurther action please make an immediate payment of 50,00 USDto the following account.

Sort Code: 20-20-19
Account Number, 71585006

Regards,
Chuck (CEO)|

2. Send the email - Force the synchronization process by clicking Send/Receive Folder or by pressing the F9 key.
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3. Examine Alan’s inbox to verify receipt of the message. It should appear as if it has indeed come from Chuck Robbins at first.

/ Receive Folder : { Q Tell me what you want to do
i = 3 ~ < b )

\jl e I5< Ignore x D |_——(_| (L_el |__$ [F2 Meeting Move to: 7 £ To Manager
N .I"-T % Clean Up~ Bal sinchi ror eoks I q E3 Team Email v Done

ey ewy elete Archive eply Reply Forward [ pore - =

@ ore '
Email Trems~ W Junk~ Al 0] € Reply & Delete ¥ Create New
Meww Delete Respond Quick Steps
: <

4 Favorites Search Current Mailbox L | Current Mailbox  ~

Inbox 1 All Unread Mentions ByDate ~  Newest

Sent Items 4 Today

Deleted Items p .

crobbins@cisco.com
Sent It Immediate Pay ment Required 731 PM
chik e Alan, your account is overdue, to avoid further action
Deleted Items
Junk E-mail Adiam Alphs [I]J
[SUSPICIOUS MESSAGE] Photo's T:06 PM
Outbox WARNING: This message has been identified as a possible
L L ol

Task - Creating a Content Dictionary of Terms

The first task in tackling this undesired behavior is to create a content dictionary containing the names of high-profile figures that

are most likely to be targeted by this type of attack.

Content dictionaries are groups of words or entries that work in conjunction with the Body Scanning feature on the solution and are
available to both content and message filters. Dictionaries can also be used to define to scan messages, message headers, and
message attachments for terms included in the dictionary in order to take appropriate action in accordance with your corporate
policies. This task, will create a content dictionary to list the names of potential targets internal to our organization.

1. From the workstation access the GUI and navigate to Mail Policy > Dictionaries from the resulting window, click Add

Dictionary - this will create the custom dictionary with the names of the identified users.
2. Populate the dictionary with the following information:
e Name: Execs

e Add Terms: crobbins
chuck robbins
CEO
CFO
Clo
CISCO

e Weight: 10
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NOTE: Multiple terms can be added to the dictionary in one go by separating each term with a line break

Add Dictionary

Dictionary Properties

Name: |E>ce-:s

Advanced Matching: | & Match whole words

Case Sensitive

b Smart Identifiers: 'Z"ff' Match specific patterns such as social security numbers and credit card numbers.

Dictionary

Number of terms: 0

Add Terms: Term Weight Delete

crabbins No terms entered.
chuck robbins -

CEO

CFO

Clo

CISCO

Separate multiple entries with line breaks.
weight: (@ [10 v |
Add

3. Click the Add Button to add the terms to the dictionary.

Add Dictionary

Dictionary Properties

Name: IEI ecs

Advanced Matching: | & Match whole words
Case Sensitive

b Smart Identfiers: "i' Match specific patterns such as social securrty numbers and credit card numbers.

Dictionary Number of terms: &
Add Terms: Term Weight Delete
crobbins 10 il
chuck robbins 10 171
CEQ 10 @
CFO 10 7]
clo 10 7]
cIsco 10 u

Separate multiple entries with line breals.
Weight: (@) 1 v

Add

[Cancel |
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4. Click Submit to create the dictionary.

Dictionaries

Success — Dictionary "Execs” was added.

Dictionaries

Add Dictionary... ;

Name Terms

Import Dictionary... ]

Delete

Execs crobbins, chuck robbins, CEO, CFO, CI0, CISCO (8)

Export Dictionary... |

5. Ensure changes are applied by clicking the Commit Changes button, adding optional comments if desired

Task - Reviewing the Disclaimer Template (Estimated time to complete: 1 min)

Ahead of this lab a custom disclaimer was created that will be inserted into the email of the intended target. This task will review
the warning that is presented to the recipient of the email with custom text advising them of potential inconsistencies within the
email message.

1. Navigate to Mail Policies > Text Resources and click the pre-configured text resource SpoofWarning

2. Similar to the other disclaimer this text resource is fully customisable with HTML style input to suits an organization’s needs.

The purpose of this message is to advise the recipient to heed caution when addressing this message.

Edit Text Resource

Mame: | SpoofiWarning

Type: | Disclaimer Template

HTML: Insert Variables
Font Name and Size Fonk Style Code View
Arial * | Mormal '|| B | I |Ll |
Warning!

This message may be fraudulent. Please verify authenticity before taking any
action on the message below!

3. Edit the warning if required, or alternatively exit the screen by clicking the Cancel.
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Task - Configuring a Content Filter (Estimated time to complete: 3 min)
Similar to Outbreak Filters in the previous scenario, content filters allow for granularity in policies to identify content. This task will
create a new content filter and use the content dictionary created in the previous step.

1. From the workstation access the GUI and navigate to Mail Policy > Incoming Content Filters and click Add Filter using the
following settings configure the Conditions and Actions.

e Name: FED_Spoof
e Description: Identify Forged Email Messages
e Conditions: Forged Email Detection>Content Dictionary: Execs, Similarity score 70

e Action 1: Add/Edit Header>Header Name: subject
Prepend to the Value of Existing Header: [Possibly Forged]

e Action 2: Add Disclaimer Text>Select Disclaimer Text: SpoofWarning

Add Action

Quarantine

Encrypt on Delivery Add/Edit Header Help
Strip Attachment by Content Inserts a header and value pair into the message or modifies value
Strip Attachment by File Info of an existing header before delivering.

Strip Attachment With Macro
URL Category

URL Reputation

Add Disclaimer Text

Bypass Qutbreak Filter Scanning
Bypass DKIM Signing I
Send Copy (Bcc:) * Prepend to the Value of Existing Header:
Notify I[Possibly Forged]

Change Recipient to

Header Name: |subject
New Header Nare or Existing Header

Specify Yalue for New Header {optional):

Append to the Value of Existing Header:

Send to Alternate Destination I
Host
Deliver from IP Interface Search & Replace from the Yalue of Existing Header:

Strip Header
Add/Edit Header
Forged Email Detection

Search for: | *

Replace with: |
Add Message Tag Leave blank to remove searched text from value.

Add Log Entry (*) accepts regular exprassion
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Add Action
Quarantine
Encrypt an Delivery Add Disclaimer Text Help
Strip Attachment by Content Adds text above ar below the message body,
Strip Attachment by File Info & Above message (Heading)

Strip Attachment With Macro
LRL Categaory
UEL Reputation

Add Disclaimer Text Select Disclaimer Text:
Bypass Quthreak Filter Scanning

Below message (Footer)

| Spoofilarning ¥ |
To configure Disclaimer Text, see Mall Policies = Text Resources

Bypass DKIM Signing
Send Copy (Boo)
MNotify

Add Incoming Content Filter

Content Filter Settings

Name: |FEO_5peaf
Currently Used by Policies: | Mo policies currently use this rule.

Description: | [dentified Spoofed Messages

Order: | |2 v | (of 2)

Add Condition... I
Order Condition Rule Delete
1 Forged Email Detection forged-email-detection("Execs”, 70) il

Add Action.,, |
Order Action Rule Delete
1 Add/Edit Header edit-header-text("subject”, "(.*)", "[Possibly Forged]\\1") 7§
2 4 | add Disclaimer Text add-heading("Spoofwarning”) ]

NOTE: Content filters typically comprise Conditions and then Actions. The condition here is using the Execs dictionary and a
similarity score to determine the likelihood of a forged email. The higher the score, between 1-100, the more likely a message is
forged.
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2. Click Submit to create the content Filter. Once complete ensure the changes are applied by clicking the Commit Changes
button, adding optional comments if desired.

Incoming Content Filters

Success — The filter "FED_Spoof” was submitted.To enable this filker for a specific policy, go to Mail Policies >
Incoming Mail Policies and select the content filter settings for that policy row.

| Add Filter...

COrder  Filter Name Description | Rules | Policies Cuplicate | Delete
1 URL_Filter Default Policy By o
2 FED_Spoof Not in use By w

| Edit Filter Order...

3. The content filter is not in use as it has not been tied to an incoming mail policy yet.

4. Click on Rules to display the syntax of the filter, this is exactly what would need to be input if this was a Message Filter as
opposed to a Content Filter.

Incoming Content Filters

Success — The filter "FED_Spoof” was submitted.To enable this filter for a specific policy, go to Mail Policies >
Incoming Mail Policies and selact the content filter settings for that policy row.

Add Filter... |

Order | Filter Name Description | Rules | Policies Duplicate | Delete
1 URL_Filter URL_Filter: if (trus) { url-reputation-proxy-redirect{-10,00, -6.00,",0); } B a8
z FED_Spoof FED_Spoof: if (forged-email-detection("Execs”, 70)) { edit-header-text{"subject”, "(.*)", "[Possibly Forged]\\1"); add-heading("Spoofwarning™); } B 7]

Edit Filter Order...
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Task - Edit Incoming Mail Policy (Estimated time to complete: 1 min)

The final task is to modify the default incoming mail policy so the content filter comes into effect.

1. Navigate to Mail Policy > Incoming Mail Policies and click within the Content Filters box of the Default Policy.

Incoming Mail Policies

Find Policies

Email Address: | | ® Recipient
Sender
| add Policy...
Order | Policy Name | Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters | Delete
Default Policy | IronPort Anti-Spam Sophos _ File Reputation Graymail Detection | URL_Filter Retention Time:
Positive: Quarantine Repaired: Deliver Unscannable: Deliver Marketing: Deliver Virus: 1 day
Suspected: Quarantine  Encrypted: Deliver Malware File: Drop Social: Deliver Other: 4 hours
Unscannable: Deliver | Pending Analysis: Deliver Bulk: Deliver
Virus Positive: Drop | Mailbox Auto Remediation: Disabled

KEY:E Default ” Custom || Disabled ]

2. Place a checkmark against the content filter FED_Spoof created in the previous step to enable it.

Mail Policies: Content Filters

Content Filtering for: Default Policy

Enable Content Filters (Customnize settings) ¥

Content Filters

Order | Filter Name Description Enable
1 URL_Filter Redirect URL's within email messages v
2 FED_Spoof Identify Forged Email Messages L4
Cancel

3. Click Submit to create the content Filter. Once complete ensure the changes are enabled by clicking the Commit Changes
button, adding optional comments if desired.
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4. Finally verify the Default Policy has the FED_Spoof has been added.

Incoming Mail Policies
Success — Your changes have been committed.
Email Address: | | ® Recipient
Sender
Add Policy...
Order | Policy Name Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters Outbreak Filters Delete
Default Policy | IronPort Anti-Spam Sophos File Reputation Graymail Detection | URL_Filter Retention Time:
Positive: Quarantine Repaired: Deliver Unscannable: Deliver Marketing: Deliver | FED_Spoof Virus: 1 day
Suspected: Quarantine | Encrypted: Deliver Malware File: Drop Social: Deliver Other: 4 hours
Unscannable: Deliver | Pending Analysis: Deliver Bulk: Deliver
Virus Positive: Drop | Mailbox Auto Remediation: Disabled
Key: | Default |[ custom |[ Disabled |

Task - Testing Forged Email Detection (Estimated time to complete: 5 min)

With the configuration in place, the Forged Email Detection feature can be tested by repeating the first task that was carried out for
this scenario, once again sending a message with exactly the same text.

Initiate a CLI session

Prior to preparing the message, initiate a connection to the Cisco Email Security solution from the CLI in order to view, using the
tail command, the mail logs to see the message being processed and the actions being applied as it works its way through the
pipeline, repeat the same steps to initiate this from the previous scenario.

1. From the workstation launch Microsoft Outlook and from Adams inbox, prepare a new message with the following parameters.
e From: crobbins@cisco.com
e To: alan@dcloud.cisco.com
e  Subject: Immediate Payment Required

e Body: Alan, your account is overdue, to prevent further action please make an immediate payment of 50,000 USD to the
following account:

Sort Code: 20-20-19
Account; 71584006

Regards,
Chuck (CEO).

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 59 of 115



Cisco dCloud

Immediate Payment Required - hdessage (HThL)

Insert Optians Format Text 2 Tell me what wou want ta do
— Cut i o v |a=  a— 1 ef > Fallow Up =
K : Calibri (Boc~ |11~ A A = - i= - A0 |45: v mj b _2‘ > Follow Up
Copy ) I' High Irmportance
Paste B I U ay,.&, = = = &= 3= Address Check Attach Attach Signature
- ¥ Farrat Painter - 7 T 7 Book Mames File= Itern - - o Low Importance
Clipboard N Basic Text T Marmes Include Tags x
Frarm = crobbins@cisco.com
Tou. ‘glan@dcloud. cisco, com';
Send
Ci,
Subject Immediate Payment Required

Alan, youraccount is overdue, toprevent further action please make animmediate payment of 50,000 to thefaollowing account:

Sort Code: 20-20-19
Account: F1385006

Regards,
Chuck [CEO)|

2. Send the emalil - Force the synchronization process by clicking Send/Receive Folder or by pressing the F9 key.

3. Examine Alan’s inbox to verify receipt of the message. It should appear as if it has indeed come from Chuck Robbins at first
glance, however some modifications should now be evident from what was observed from the first task.

4,

Firstly, the subject header has been modified — prepended with additional custom text to advise the mail recipient immediately
that there is something not right about this incoming message.
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Home Send / Receive Folder Wiews Q Tell me what you want to do

. i1 N N N . P i =
E| &l_|g [ gnore x D [:e] r[__el L_91 E::'_Meetlng Move to: 7 3 To Manage

N " % Clean Up~ el Ao Ranks Rauke ’ EJ Team Email v/ Done
ey e elete Archive eply Reply Forwar E@M - =)
[ ore
Email Ttems~ | € Junk ~ All « Reply & Delete F Create New
Mew Delete Respond Quick Steps
: < :

4 Favorites Search Current Mailbox L | Current Mailbox ~
Inbox 1 All Unread Mentions By Date ~  Newest + | =]
Sent Items 4 Today
Deleted Items 1 . i

crobbins@cisco.com
o 1 [Possibly Forged[iImmediate Pay ment Required 8:04 PM
nbox Warning! This message may be fraudulent. Please verify
Drafts _ _
Seri crobbins@cisco.com
ent ltems Immediate Payment Required 731 PM
Deleted Iterns 1 Alan, your account is overdue, to avoid further action

5. Secondly, when opening the message, a disclaimer has been added advising the mail recipient to exercise caution when
responding to this message.

p— g 7N 2 ) ; = | ExMarkU oy
% x [e=] ___(_| (L_(l L__)'| L Mowve to: 7 @ e} ark Unread a% L ( ]
Delete Archive | Reply Reply Forward &3 To Manager | ove B | B Coegorize= (Tl B
- Delete Archive eply Rep orward B . ) . ove ranslate aom
:ﬁ) Al Eil EJ Team Email = 2 D\_‘-. IP Follow Up ~ i ﬂ} -
Delete Respond Quick Steps F] Mowe Tags ] Editing Zoom

Fri 9/29/2017 8:04 P
Adam Alpha <adam@dcloud-out.cisco.com> on behalf of crobbins@cisco.com
[Possibly Forged]immediate Payment Required

To alani@dcloud.cisco.com

Warning!
This message may be fraudulent. Please verify authenticity before taking any action on the message below!
Alan, your account is overdue, to avoid further action please make an immediate payment of 50,00 USDto the following account.

Sort Code: 20-20-19
Account Number: 71585006

Regards,
Chuck (CEO)

6. Navigate back to the CLI window, and note how this type of message is handled by the engine.
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Fri Sep 29
Sep 29

Sep 29
Sep 29

Sep 29

Fri Sep 29

20:04:02
20:04:02
20:04: 02
20:04:02

20:04:0

20:04:03
20:04:03
20:04:03
20:04:03
20:04:03
20:04:03

entry chuck robbins

20:04:03
20:04:03

Sep 29 &

Sep 29 2
Sep 29 2

20:04:03 2017

20:84:03 2017

Start MID 279762 ICID 6446

MID
MID
MID
HID
MID
MID
HMID
HID
HID

Fo: MID

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Queued mail for delivery'

Info:

MID

MID

279762 ICID 6446 From: <adam@dcloud-out.cisco.com>

279762 ICID 6446 RID O To: <{alan@dcloud.cisco.com>

279762 Hessage-1D *<005801d339555b708b1805251a1480%Bcisco.com>”

279762 Subject ‘Immediate Payment Required'

279762 ready 3516 bytes from <adam@dcloud-out.cisco.com>

279762 matched all recipients for per-recipient policy DEFAULT in the inbound table
279762 interim verdict using engine: CASE spam negative

279762 using engine: CASE spam negative

279762 interim AV verdict using Sophos CLEAN

279762 antivirus negative

279762 AMP file reputation verdict : SKIPPED (no attachment in message)

279762 i

279762 Forged Email Detection on the From: header with score of 76, against the dictionary

279762 Outbreak Filters: verdict negative

279762 rewritten to MID 279763 by add-heading filter 'Heading Stamping®
ge finished MID 279762 done

279763 queued for delivery

Hew SHTP DCID 2551 interface 198.18.133.146 address 198.18.133.2 port 25
pelivery start DC 2551 MID 279763 to RID [0]

Message done DCID 2 MID 279763 to RID [0]

279763 RID [0] Response '2.6.0 <005801d339555b708b1805251a14805Bcisco.com> [Internalld=11]

Hessage finished MID 279763 done

7. Finally, further information about these events can be seen in the Monitor of the GUI.
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8. From the workstation access the GUI and navigate to Monitor > Forged Email Detection to view what is being reported.

Forged Email Detection

' Pretable POF &5

Time Range: [

Hmmrﬂlﬂhﬂﬂmm?m:ﬂltﬁﬂfiﬂilm ﬁmhﬁﬂm_lilwm

Tep Farged Email Detection

orobbens |5 11
[ L] ]

-
- i
=

Hassages

Expart

Forged Emall Detection: Details B

Desplaying 1 - 1 of 1 ferrs.
Exeoubve Mams Tokal Hassages matched (7«
orobibing 1

Displayang 1 - 1 of 1 tame.
Caligning ., | Expart,.
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Scenario 5. Macro Detection

Use Case

Voyage Corp recently starting taking new custom from a newly formed organization across the state, this was seen as a potentially
key account going forward and the Sales team insisted that all orders were processed quickly in order to remove any risk this
company would seek to conduct its business elsewhere having experienced delays with their previous partner.

The average on boarding time for a new account is between 5-10 business days; this involved getting the account registered with
the credit system as well as completes the necessary due-diligence by the in house legal teams prior to the online portal
registering the customer for internet access.

To prevent any further delays and risk losing the business the regional account director asked for all orders in the interim to be
accepted by email, citing the strategic importance of the account as a reason to expedite the process. Orders were sent via email
for the first two days to a sales order analyst without any issue, one morning an email containing a Microsoft Excel file was
received and opened and immediately caused local host instability, upon closer examination the local support teams declared the
infected computer inoperable as the TrojanDownloader: W97M/Adnel infection had hidden itself inside a macro within that
document that once opened spread very quickly. Immediately a decision was made to no longer accept messages with macro
enabled attachments.

Security Control

Macros are a series of commands that can be run automatically to perform a task. Macrocode is embedded in Office documents
written in a programming language known as Visual Basic for Applications (VBA). Macros could be used maliciously to drop
malware, download malware, etc. Malicious macro files usually are received in Word documents or Excel spreadsheets but other
formats do exist.

The Cisco Email Security Solution provides the ability to filter attachments, detect advanced malware and to scan for macro-based
threats in attachments. The macro detection feature is designed to detect such macros using Content or Message filters.

Objective

This scenario walks through the configuration of the macro detection feature within the Cisco Email Security to drop potentially
malicious macro embedded files.

Steps

Task - Configuring a Content Filter (Estimated time to complete: 3 min)

Similar to Forged Email Detection in the previous scenario, content filters help us get granular in policies to identify content. This
task will create a new content filter to identify macros in documents and subsequently remove them.

1. From the workstation access the GUI and navigate to Mail Policy > Incoming Content Filters and click Add Filter.
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2. Using the following settings configure the Conditions and Actions.

e Name: Macro_Detection

e Description: Identify Messages with Macros

e Conditions: Macro Detection>Available File Types>Microsoft Office Files, OLE File Types

e Action 1: Strip Attachment with Macro>Available File Types> Microsoft Office Files, OLE File Types

Custom Replacement Message (Optional) : MACRO DETECTED

Add Condition

Message Body or Attachment
Message Body

UREL Categoary

URL Reputation

Message Size

Message Language

Macro Detection

Attachment Content
Attachment File Info
Attachment Protection
Subject Header

Other Header
Envelope Sender

Macro Detection

Does the email contain macro-enabled attachments of the

selected file typels)?

tvailable File Types:

Adobe Portable Documr

= Remove

Selected File Types:

Microsoft Office Files
QLE File types

Help

3. Click OK
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Add Incoming Content Filter

Content Filter Settings

Narne: |Macr0_Detection
Currently Used by Policies: | Mo poficies current!y use this rule,

Description: | |Identify Messages with Macros

ordert | |3 ¥ | (of 3)

Order Condition Rule Delete
1 Macra Detection macro-detection-rule {['Microsoft Office Files', 'OLE File types']) jm

Actions

There are no actfons.
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4, Click Add Action.

Add Action

Quarantine

Encrypt on Delivery

Strip Attachment by Content
Strip Attachment by File Info
Strip Attachment \With Macro
URL Category

URL Reputation

Add Disclaimer Text

Bypass Outhreak Filker Scanning

Bypass DKIM Signing
Send Copy (Boc:)
Motify

Change Recipient to

Send to Alternate Destination
Host

Deliver from IP Interface
Strip Header

AddfEdit Header
Forged Email Detection
Add Message Tag

Add Log Entry

e RATRA e ek e Pl

Strip Attachment With Macro Help

Strips macro-enabled attachments of the selected file type(s) in
messages.

Available File Types:

Adobe Portable Docurr .

Selected File Types:

Microsoft Office Files .
CLE File types

Custom Replacement Message (Optional)
MACRO DETECTED

5. Click OK.

Add Incoming Content Filter

Content Filter Settings
Marme:

Currently Used by Policies:

Description:

Order:

IMacro_Detection
Mo policies currently use this rule.

Identify Messages with Macros

3 Y| (of3)

N

&dd Condition...
Order Condition
1 Macro Detection

Rule

rnacra-detection-rule {['Microsoft Office Files', 'OLE File types'])

Delete

Add Action...
Order Action Rule Delete
. . drop-macro-enabled-attachrments{['Microsoft Office Files', 'OLE File types'],
1 Strip Attachment with Macro "MACRO DETECTED") o]
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6. Click Submit to create the content Filter. Once complete, ensure you apply the change by clicking the Commit Changes
button, adding optional comments if desired.

Task - Edit Incoming Mail Policy (Estimated time to complete: 1 min)

The final task is to modify the default incoming mail policy so the content filter comes into effect.

1. From the workstation access the GUI and navigate to Mail Policy > Incoming Mail Policies and click within the Content
Filters box of the Default Policy.

Incoming Mail Policies

Find Policies
Email Address: | | ® Recipient

Sender

Add Policy... |
Order  Policy Name | Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters = Outbreak Filters | Delete
Default Policy = IronPort Anti-Spam Sophos : File Reputation Graymail Detection | URL_Filter Retention Time:
Positive: Quarantine Repaired: Deliver Unscannable: Deliver Marketing: Deliver | FED_Spoof Virus: 1 day
Suspected: Quarantine Encrypted: Deliver Malware File: Drop Social: Deliver Other: 4 hours
Unscannable: Deliver Pending Analysis: Deliver Bulk: Deliver

Virus Positive: Drop | Mailbox Auto Remediation: Disabled

Key: | Default Custom Disabled I

2. Place a checkmark against the content filter Macro_Detection_In created in the previous step to enable it.

Mail Policies: Content Filters

Content Filtering for: Default Policy

Enable Content Filters {(Customize settings) ¥

Content Filters

Order  Filter Name Description Enable
1 URL_Filter Redirect URL's within email messages L4
2 FED_Spoof Identified Spoofed Messages v
3 Macro_Detection | Identify Messages with Macros v
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3. Click Submit to create the content filter and verify the policy.

Incoming Mail Policies

Find Policies

Success — The Content Filter settings for the Default Policy were submitted.

Email Address: I

Recipient
Sender

Find Policies

Order Policy Name | Anti-Spam Anti-Virus

Default Policy = IronPort Anti-Spam Sophos
Positive: Quarantine Repaired: Deliver
Suspected: Quarantine Encrypted: Deliver
Unscannable: Deliver
Virus Positive: Drop

Advanced Malware Protection

File Reputation

Unscannable: Deliver

Malware File: Drop

Pending Analysis: Deliver

Mailbox Auto Remediation: Disabled

Add Policy,.. I

Graymail

Graymail Detection
Marketing: Deliver
Social: Deliver
Bulk: Deliver

Content Filters Outbreak Filters = Delete

URL_Filter Retention Time:
FED_Spoof Virus: 1 day
Macro_Detection | Other: 4 hours

Key: | Defsult || Custom |[ Disabled |

4. Once complete, ensure the change is applied by clicking the Commit Changes button, adding optional comments if desired.

Task - Testing Macro Detection (Estimated time to complete: 5 min)

With the entire configuration in place, the Macro Detection feature can be tested by sending an email to Alan from external user
Adam which contains an attachment that has a Macro within it.

Initiate a CLI session

Prior to preparing the message, initiate a connection to the Cisco Email Security solution from the CLI in order to view, using the
tail command, the mail logs to see the message being processed and the actions being applied as it works its way through the
pipeline, repeat the same steps to initiate this from the previous scenario.

1. From the workstation launch Microsoft Outlook and from Adams inbox, prepare a new message with the following parameters.

e To: alan@dcloud.cisco.com
e  Subject: Latest File Attached

e Body: Hi,

Please find attached document as per our discussion.

e Attachment: ExcelMacro.xls.safe- located on the desktop under the Macro-Enabled Detection sub-folder.
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Latest File Attached - Message (HTML)

Message Insert Options Format Text Rewview Q Tell me what you want to do
;¥ ot g0l o e sl o : Ty, - =
D_ Calibri (Bot~|11 <~ A A |S=Tiz ~ {' &&: v\@ @ @ —< [ B
Paste: Copy - Add Check. | Attach Antach Siamas ! HighImportance
aste abr v/ EBR=E == ress ec ac ac nature
v ¥ Format Painter Al - B~ — |7 = | Book Names | Filer Hem~ 2 = ¥ LowImportance
Clipboard fa Basic Text ] Names Include Tags &
Fram w adam@dcloud-out.cisco.com
To... ‘alan@dcloud. cisco.com';
Send
.
Subject Latest File Attached
- ExcelMacro.xls.safe
Attached 70 KB =
Hi &lan,
Pleasefind attached our Purchase Order as per our discussion.
Regards,

2. Send the email - Force the synchronization process by clicking Send/Receive Folder or by pressing the F9 key.

3. Notice the message makes it into Alan’s mailbox and the subject header has been modified advising the recipient immediately

Inbox - alan I,'lil decloud.cisco.

Send / Receive Folder View Q Tell me what you want to do
EI &l_lllj irrl;Ignnre x D l_;(_l (L;@] L;el [E2 Meeting W Move tl:u:?. & To Manag
New New o Hesnp Delete Archive Reply Reply Forward E@More' gTeam sl & Dome
Email Ttems~ 9 Junk~ All & Reply & Delete § Create N
New Delete Respond Quick Steps
4 Favorites Search Current Mailbox yel Current Mailbox
Inbax 1 All Unread Mentions By Date ~ Newest + |
Sent Iterns 4 Today
Deleted Iterns Adam Alpha @J
[WARNING: ATTACHMENT(S) MAY CONTAIN MALWAR... 8:26 PM
4 glan@dcloud.cisco.com Hi Alan, Please find attached our Purchase Order as per
Inbox 1 crobbins@cisco.com

-

Foe A=
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4. Open the message and confirm the attachment has been stripped.

% [WARNING: ATTACHMENT(S) MAY CONTAIN MALWARE]L atest File Attached - Messa...

Q Tell me what you want to do

Delete Respond Quick Steps I Mowve

AA Adam Alpha <adam(@
[WARNING: ATTACHMENT(S) MAY CONTAIN MALWARE]Latest File Attached

Untitled attachment 0...
141 by

Hi Alan,
Pleasefind attached our Purchase Order as per our discussion,

Regards,

= x p— 4 N [ Moveto: ? VY T
| Ee

: e e 9 =5 Te Marnager v "m
® _ Delete Archive Reply Reply Forward [T . o ~ Mowe
. All e =1 Teamn Email v = 2

% Mark Unread a’“’ o) Q
& [ ‘-I -

me -~ . ;
pup Lategonze ~

I™ Follow Up ~ - b -

Tags * Editing Zoom

Translate Zoom

5. Navigate back to the CLI to observe the underlying mail processing and why the file was removed. Make a note of the MID.

MID 9764 Subject 'Latest File Attached’

MID 279764 ready 181506 bytes from <{adam@dcloud-out.cisco.com>

HID 9764 attachment * 1t ®xls

: MID 279764 matched all

: MID 279764 interim verdi S
MID 279764 using engine: CASE spam negative

MID 279764 interim AV verdict using Sophos CLEAN

MID 279764 antivirus negative

ient policy DEFAULT in the inbound table
spam negative

279764 AMP file reputation verdi : UNKNOWHN(File analysis pending)
9764 SHA 30d%9a3c2fe92d26ckdc85cdfFe71b119bad15F9e78d778eee966c9346c1e4abB7 fFilename Excel

possible le analysis upload
Info: MID 279764 using engine: GRAYMAIL negative

279764 rewritten to MID 279765 by drop-macro-enabled-attachments filter *HMacro Detection®

finished MID 279764 done

using engine: CASE usi cached verdict
status: hits = 1, misses 14, expires =

Info: MID 279765 Outbreak Filters: verdict negative

8, adds = 14, seconds saved = 0.69, total

Fri Sep 29 20:26:2 Info: MID 279765 queued for delivery
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6. From the workstation access the GUI and navigate to Monitor > Macro Detection to view what is being reported.

Macro Detection

@ Printable POF &3

Time Range:
22 Sep 2017 11:00 to 23 Sep 2017 11:15 (GMT +01:00) Data in time range:59.01 % complete
Top Incoming Macro-Enabled Attachments by File Type Summary of Incoming Macro-Enabled Attachments by
File Type @
File Type Incoming Filesw
Microsoft Office Files 1
Total Incoming Matches: 1
Columns... | Export...

Microsoft Office Files |00 1

Top Outgoing Macro-Enabled Attachments by File Type Summary of Outgoing Macro-Enabled Attachments by File

Type

Mo dats was found in the selected time range
No data was found in the selected fime range

7. Click on the value under Incoming Files to launch Message Tracking. It may take a few moments for the tracking information
to be updated.

Displaying 1 — 1 of 1 itemns.

1 29 Sep 2017 20:26:22 (GMT +01:00) MI 279764
E adam@dcloud-out.cisco.com
alan@dcloud.cisco.com
Latest File Attached
Message 279765 to alan@dcloud.cisco.com received remote SMTP response
& ExcelMacro.xls.safe

Displaying 1 — 1 of 1 items.
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8. Click on Show Details to view how the engine has processed the message and what action it has applied to the attachments

as a result of the policy matching.

Message Details

Envelope and Header Summary
Received Time: | 29 Sep 2017 20:26:22 {(GMT +01:00)
MID: | 279765, 279764
Message Size: . 99.13 (KB)
Subject: Latest File Attached

Envelope Sender: . adam@dcloud-out.cisco.com
Envelope Recipients: | alan@dcloud.cisco.com
Message ID Header: <000001d33958$d50adac0$7f209040$@dcloud-out.cisco.com>
SMTP Auth User ID: | N/A
& attachments: - ExcelMacro.xls.safe

Sending Host Summary

Reverse DNS Hostname: (unverified)

IP Address:  198.,18.133.36
SBRS Score:  unable to retrieve

9.

The processing section provides a detailed timeline of how the message passes through the Cisco Email Security solution and
the various actions that are applied by the engines that are enabled.

10. This is the same information that was seen in the CLI session, however here it is non-scrolling and available after the CLI

session is closed.

29 Sep 2017 20:26:22 (GMT +01:00)

29 Sep 2017 20:26:22 (GMT +01:00)

29 Sep 2017 20:26:22 (GMT +01:00)
29 Sep 2017 20:26:22 (GMT +01:00)

29 Sep 2017 20:26:22 (GMT +01:00)
29 Sep 2017 20:26:22 (GMT +01:00)

29 Sep 2017 20:26:22 (GMT +01:00)
29 Sep 2017 20:26:22 (GMT +01:00)
29 Sep 2017 20:26:22 (GMT +01:00)
29 Sep 2017 20:26:22 (GMT +01:00)
29 Sep 2017 20:26:22 (GMT +01:00)
29 Sep 2017 20:26:22 (GMT +01:00)
29 Sep 2017 20:26:22 (GMT +01:00)
29 Sep 2017 20:26:22 (GMT +01:00)
29 Sep 2017 20:26:22 (GMT +01:00)
29 Sep 2017 20:26:23 (GMT +01:00)

29 Sep 2017 20:26:23 (GMT +01:00)
29 Sep 2017 20:26:23 (GMT +01:00)
29 Sep 2017 20:26:23 (GMT +01:00)

29 Sep 2017 20:26:23 (GMT +01:00)

MAIL POLICY "DEFALLT" MATCHED THESE RECIPIENTS: alan@dcloud.cisco.com

Protocol SMTF interface Network (IP 198.18.133.146) on incoming connection (ICID 8447)
from sender IP 198.18.133.36, Reverse DNS host None verified no.

(ICID £447) ACCEPT sender group UNKNOWNLIST match shrs[none] SBRS unable to retrieve
country unable to retrieve

Start message 279764 on incoming connection (ICID 6447).

ge 279764 d an i {ICID 6447) from adam@dcloud-
out.cisco.com.
M ge 279764 on i il ion (1C10 6447) added recipient
(alan@dcloud cisco.com).

Message 279764 contains message 1D header
Y 1d3 § d. 4 Jt.cisco.comiugt;’.

Message 279764 original subject on injection: Latest File Attached

Message 279764 (101506 bytes) from adam@dcloud-out.cisco.com ready.

Message 279764 contains attachment ‘ExcelMacro.xls.safe’.

Message 279764 matched per-recipient policy DEFAULT for inbound mail policies.
Message 279764 scanned by Anti-Spam engine: CASE. Interim vardict: Negative
Message 279764 scanned by Anti-Spam engine CASE. Intenim verdict: definitely nagative,
Message 279764 scanned by Anb-Spam engine: CASE. Final verdict: Negative

Message 279764 scanned by &nti-\Virus engine Sophos. Intenim verdict: CLEAN

Message 279764 scanned by Anti-Virus engine. Final verdict: Negative

Message 279764 scanned by Advanced Malware Protection engine. Final verdict:
UNKENOWN(File analysis pending)
Message 279764 contains attachment "ExcelMacro.xls.safe’ (SHAZS6
3I0d9adczfedzdzécddedScdfeT1b119bad15f9678d77BeeeE6CcI 346l 04 ab0T),

9 9764 attach it | .xls.safe’ scanned by Advanced Malware Protection
engine. File Disposition: Unknown

Message 279764 with file attachment: ExcelMacro.xls.safe and file type: Microsoft Office Files
contains macros.

Messag 65 by drop-macro-enabled-attachmeants

Macr

34 rewnthen s new message 2
n filte:
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11. Close the detailed Message Tracking window to return to the main Message Tracking screen.
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Scenario 6. Geolocation Based Filtering

Use Case

Voyage Corp expanded its operations into Western Europe in 2015 driven primarily by the expansion of its key customers who
have a significant presence in the United Kingdom, Italy, France and Spain and some minor territories. Business was strong,
reporting 10% growth year on year and it seemed that would increase dramatically however the decision for the United Kingdom
leaving the European Union (EU) had an impact on most of its top 10 customers, who bound by legislation had to abandon trade
with the UK once it had severed its political ties with the EU.

Security Control

The Cisco Email Security can handle incoming mail connections or messages from specific geolocations and perform appropriate
actions on them, for example:

e Prevent email threats coming from specific geographic regions.

e Allow or disallow emails coming from specific geographic regions
This feature can be used in the following ways:

e  SMTP Connection Level using Sender Groups

e  Content Filter Level

Objective

This scenario walks through the configuration of Geolocation based filtering using Content Filters and the Host Access Table to
handle incoming or outgoing messages from particular countries that have been selected.

Steps

Task - Configuring a Content Filter (Estimated time to complete: 3 min)

Similar to previous scenarios, content filters help granularity in policies to identify content. In this task, a new content filter will be
created to identify to which countries control should be prohibited.

1. From the workstation access the GUI and navigate to Mail Policy > Incoming Content Filters and click Add Filter.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 76 of 115



Cisco dCloud
|

2. Using the following settings configure the Conditions and Actions.
e Name: Block_GeoDB
e Description: Location based Filtering
e Condition 1: Other Header>Header Name: X-GEODB
e Condition 2: Geolocation>Australia, Brazil, Singapore, United Kingdom, United States

e Action 1: Drop (Final Action)

Add Condition

Message Body or Attachment

Message Body Other Header Help
URL Category Does the message contain the specified headert Does the value
of that header match a specified pattern or a term in a

LRL Reputation
Message Size

Message Language Header Name: [{-GEODB
Macro Detection
Affachment Content

Aftachment File Info

dictionary?

® Header exists

Aftachment Protection Header value:
Subject Header Contains v *
Other Header

Header value contains term in content dictionary:
Envelope Sender Exgos T

EHVE.|D.DE R?Cipient (*) accapts ragular expression
Recelving Listener

Remote IPfHosthame
Reputation Score

DEIM Authentication

Forged Email Detection

SPF Werification

S/MIME Gateway Message
S/MIME Gateway Verified
Duplicate Boundaries Yerification
Geolocation

3. Click OK
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4. Click Add Condition.

Add Condition

Message Body or Attachment
Message Body

URL Category

URL Reputation

Message Size

Massage Language

Macro Detection
Attachment Content
Attachrent File Info
Attachrment Protection
Subject Header

Other Header

Envelope Sender
Envelope Recipient
Receiving Listener
Remote IPfHostname
Reputation Score

DKIM &uthentication
Forged Email Detection
SPF Werification

S/MIME Gateway Message
S/MIME Gateway Verified
Duplicate Boundaries Verification

Geolocation

available Countries:

Ukraing -
United Arab Emirates
United States Minor OL
Uruguay

Uzbekistan

Vanuaty

Venezuela

Wigtnam

Virgin Islands, British
Virgin Islands, U5,
wiallis and Futuna
Wwestern Sahara
Yermen

Zambia

Zimbabwe

Geolocation

= Remove

Does the message originate from the selected countries?

Selected Countries:

Australia

Brazil
Singapore
United Kingdom
United States

Help

5. Click OK.

6. Click Add Action.

Quarantine

Encrypt on Delivery

Strip Attachment by Content
Strip Attachment by File Info
Strip Attachment With Macro
URL Category

URL Reputation

Add Disclaimer Text

Bypass Qutbreak Filter Scanning
Bypass DKIM Signing

Send Copy (Boc:)

Motify

Change Recipient to

Send to Alternate Destination
Host

Deliver fram IP Interface

Strip Header

AddfEdit Header

Forged Email Detection

Add Message Tag

Add Log Entry

S/MIME Sign/Encrypt on Delivery

Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action)
Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

|Drnp (Final Action)

Drop (Final Action)

Drops and discards the message.

Click ok to add this rule. There are no configurable options

for this rule,

Help
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7. Finally, change how the conditions work by selecting Only if all conditions match from the Apply Rule drop down box.

Edit Incoming Content Filter

Content Filter Settings

Name: IE-IncI-c_GenDE.
Currently Used by Policies: | Default Policy
Description: | || oeation Based Filtering

Order: |4 v (ofa)

Conditions

Add Condition...
Order Condition Rule
1 Other Header header("%-GEODB")

2 4 | Geolocation

Apply rule: | COnly if all conditions match

geolocation-rule {['Australia’, 'Singapore’, '‘United Kingdom', 'United States'])

Add Action, .,
Order Action Rule
Final Drop (Final Action) drop(}

Delete

W

Submit

8. Click Submit to create the content Filter.

Incoming Content Filters

| Add Filter,..

COrder | Filter Name

Description | Rules | Policies

Success — The filter "Block_GeoDB" was submitted.To enable this filter for a specific policy, go to Mail Policies
> Incoming Mail Policies and select the content filter settings for that policy row,

Duplicate = Delete

1 URL_Filter Default Policy By w
2 . FED_Spoof . Default Policy By W
3 Macro_Detection . Default Policy % 7]
4 |Block_GeoDB | Notin use By "]
" Edit Filter Order... I
Keys

9. Once complete, ensure the changes are applied by clicking the Commit Changes button, adding optional comments if

desired.
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Task - Edit Incoming Mail Policy (Estimated time to complete: 1 min)

The final task is to modify the default incoming mail policy so the content filter comes into effect.

1. From the workstation access the GUI and navigate to Mail Policy > Incoming Mail Policies and click within the Content
Filters box of the Default Policy.

Incoming Mail Policies
Find Policies
Email Address: | ® pecipient
Sender
| Add Policy... |
Order | Policy Name  Anti-Spam anti-Virus Advanced Malware Protection Graymail Content Filters Qutbreak Filters | Delete
Default Policy IronFort Ant-Spam Sophos File Reputation Graymail Detection | URL_Filter Retention Time:
Positive: Quaranting Repaired: Deliver Unscannable: Deliver Marketing: Deliver | FED_Spoof Virus: 1 day
Suspected: Quarantine | Encrypted: Daliver Malware File: Drop Social: Deliver Macro_Detection = Other: 4 hours
Unscannable: Deliver | Pending Analysis: Deliver Bulk: Deliver
\firus Positive: Drop | Mailbox Auto Remediation: Disabled
Key: i Default || cCustem j Disabled '

2. Place a checkmark against the content filter Block_GeoDB created in the previous step to enable it.

Mail Policies: Content Filters

Content Filtering for: Default Policy

Enable Content Filters (Customize settings) ¥

Content Filters

Order | Filter Name Description Enable
i URL_Filter [ Redirect URL's within email messages v
2 FED_Spoof Identified Spoofed Messages v
3 . Macro_Detection | Identify Messages with Macros | =
4 [ Block_GeoDB . Location Based Filtering . v

[Concer
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3. Click Submit to create the content Filter and verify the policy.

Incoming Mail Policies

Success — The Content Filter settings for the Default Policy were submitted,

Find Policies

Email address: I * Recipient

Sender

Add Policy... I
Order | Policy Name | Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters Outhreak Filters  Delete
Default Policy | IronPort Anti-Spam Sophos File Reputation Graymail Detection | URL_Filter Retention Time:
Pasitive: Quarantine Repaired: Deliver Unscannable: Deliver Marketing: Deliver | FED_Spoof Virus: 1 day
Suspected: Quarantine | Encrypted: Deliver Malware File: Drop Social: Deliver Macro_Detection | Other: 4 hours

Unscannable: Deliver | Pending Analysis; Deliver Bulk: Deliver Block_GeoDE
Virus Positive: Drop Mailbox Auto Remediation: Disabled

Key: [ Defaule || Custom |[ Disabled |

4. Once complete, ensure the change is applied by clicking the Commit Changes button, adding optional comments if desired.

Task - Testing Geolocation (Estimated time to complete: 5 min)

With the entire configuration in place the Geo-location feature can be tested by sending an email to Alan from external user
simulating a country that was previously specified.

Initiate a CLI session

Prior to preparing the message, initiate a connection to the Cisco Email Security solution from the CLI in order to view, using the
tail command, the mail logs to see the message being processed and the actions being applied as it works its way through the
pipeline, repeat the same steps to initiate this from the previous scenario.

1. From the workstation launch Microsoft Outlook and from Adams inbox, prepare a new message with the following parameters.
e To: alan@dcloud.cisco.com
e  Subject: GEODBUK

e Body: Hi Alan,
Our region would like to do business with your company.

Regards,
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GEODBUK - Message (HTML)

Format Text Review Q Tell me what you want to do
e . : . P Fallow Up =
Calibri(Boc= {11 ~ A A = =i==- | A 23 a:;, / I Follow Up
5 Fev S B " c— ! High Importance
aste aby | - | = =73 ddress Chec ttach Attach Signature )
. ¥ Format Painter Iy 4 = Book: ‘Marmes || (Eilew: Tinp - & Low Importance
lipboard % Basic Text . Names Inc Tags =
Fromw adam@dcloud-out.cisco.com

=1 _

To. ‘alan@dcloud. cisco.com'’;
Send

Ce.

Subject GEODBUK

Hi Alan,
Our region would like to do business with your company.
Regards,

2. Send the emalil - Force the synchronization process by clicking Send/Receive Folder or by pressing the F9 key

3. Switch back to the CLI and notice how the content filter handled the message.

Info:
Info:

Info
Info
Info:
Info:
Info:
Info:
Info

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

: MID 279777

ICID 6459 ACCEPT SG UMKNOWHLIST match sbrs[none] SBRS Hone country United Kingdom
Delivery start DCID 2564 MID 279776 to RID [0]
Start MID 279777 ICID 6459
279777 ICID 6459 From: <{adam@dcloud
279777 ICID 6459 RID @ To: <alan@dcloud.ci
279777 Messag D '<802e01d3395F5F31237505d936a5F05Rdcloud-out .cisco.com>’
279777 Subject "GEODBUK®
HID 279777 ready 5395 bytes from <{adam@dcloud-out.cisco.com>
MID 279777 matched all recipients for per-recipient pelicy DEFAULT in the inbound table
Hessage done DCID 2564 MID 279776 to RID [@] [(*X-GEODB', ‘YES')]
MID 279776 RID [8] Response ‘ok: Message 279777 accepted’

ssage finished MID 279776 done
Mail delivery client with DCID 2564 reached maximum messages-per-connection limit.
ICID 6459 close
CID 2564 close
MID 279777 erim verdict using engine: CASE spam negative
MID 279777 using engine: CASE spam negative
MID 279777 interim AV verdict using Sophos CLERHM
antivirus negative
AMP fFile reputation

i : GR

MID

MID 279777
1D 279777

-hment in message)

d by content filter 'Block GeoDB' in the inbound table

Message finished MID 279777 done
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4. From the workstation access the GUI and navigate to Monitor > Geo Distribution to view what is being reported.

Geo Distribution

W Printable POF 5

Time Range:

28 Sep 2017 21:00 to 29 Sep 2017 21:17 (GMT +01:00)

Data in time range:93.79 % complete

Top Incoming Mail Connections by Country

No Country Info 28
United Kingdomn Ml 1

Total Incoming Mail Connections

Total Incoming Mail Connections by Country @

Country f'f?.' Total Connectionsw Total Messages
No Country Info 28 21

United Kingdom
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Task - Geolocation based filters at the Connection Level (Estimated time to complete: 5 min)

Geolocation based filtering can also be done at the connection level applied in the Host Access Table (HAT). The HAT maintains a
set of rules that control incoming connections from remote hosts for a listener. Every configured listener has its own HAT and
typically there is a public and private listener. As the names suggest Public is an external facing listener and Private internal.

1. First, remove the content filter from the default mail policy that was added in the previous task. Technically this is not required
as content filters are processed later on in the email pipeline, however it will remove it to be consistent with good practice.

2. From the workstation access the GUI and navigate to Mail Policy > Incoming Mail Policies and click within the Content
Filters box of the Default Policy.

Incoming Mail Policies

Find Policies

Email Address: | | * Recipient

Sender

Policies

| add Policy...

Order  Policy Name | Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters  Delete
Default Policy | IronPort Anti-Spam Sophos ) File Reputation Graymail Detection = URL_Filter Retention Time:
Positive: Quaranting Repaired: Deliver Unscannable: Deliver Marketing: Deliver | FED_Spoof Virus: 1 day
Suspected: Quarantine | Encrypted: Deliver Malware File: Drop Social: Deliver Macro_Detection | Other: 4 hours
Unscannable: Deliver | Pending Analysis: Deliver Bulk: Deliver Block_GeoDB

Virus Positive: Drop | Mailbox Auto Remediation: Disabled

Kev:f Default ” Custom || Disabled |

3.  Remove the checkmark against the content filter Block_GeoDB created in the previous step to disable it.

Mail Policies: Content Filters

Content Filtering for: Default Policy

Enable Content Filters (Customize settings) ¥

Content Filters

Order | Filter Name Description Enable
1 . URL_Filter . Redirect URL's within email messages @
2 I FED_Spoof Identified Spoofed Messages v
3 I Macro_Detection | Identify Messages with Macros v
4 ' Block_GeoDB ' Location Based Filtering

4. Click Submit to apply the actions. Once complete, ensure change is applied by clicking the Commit Changes button, adding
optional comments if desired.

5. Navigate to Mail Policy > HAT Overview and from the resulting screen click Add Sender Group
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6. Ensure the Sender Groups (Listener) Public is selected from the list of listeners.

HAT Overview

Find Senders

Find Senders that Contain this Text: l

LG T U ER A N == Public 198.18.133.146:25 A\ )

Add Sender Group...

SenderBase™ Reputation Scor

Qrder Sender Group A0 -8 B . S 0 2 4
HAT Overview
Find Senders
Find Senders that Contain this Text: I
Add Sender Group... Imporkt HAT...
SenderBase™ Reputation Score ':f:'
Order Sender Group R B 4 2 i} z 4 B 2 4o | Mail Flow Policy Delete
1 RELAYED RELAYED ﬁ
2 WHITELIST TRUSTED ﬁ
3 BLACKLIST — BLOCKED o
4 SUSPECTLIST —— THROTTLED i
5 LUMNKNOWNLIST ACCEPTED i
ALL ACCEPTED
Edit Order... Export HAT...
ey
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7. Create a new sender group using the following settings, where not specified please use the default setting: -
e Name: BLOCK_COUNTRY
e Order: 1
e Comment: Block Brazil Sourced Connections

e  Mail Flow Policy: BLOCKED

Add Sender Group to Public 198.18.133.146:25

Sender Group Settings

Mame: | [BLOCK_COUNTRY

Order; | (1 ¥

Comment: IBIock Brazil Sourced Connections

Poliey: || BLOCKED v |

SBRS (Optional): l— to I—

Include SBRE Scores of "Mone”
Recommended for suspected senders anly.

DMS Lists (Optional}: (2) | |
fe.g. ‘guery . Mackist.example, query . biachkiistz exampls’)

Connecting Host DMS Verification: Connecting host PTR record does not exist in DNS,

Connecting hast PTR recard lookup fails due to temporary DNS failure.
Connecting host reverse DNE lookup (PTR) does not match the forward DNE lookup {A),

Subrnit § Subrit and add Senders ==

8. Click the Submit and Add Senders button.

9. From the resulting screen select the Geolocation radio button, this will then allow the countries to be selected from a
preconfigured list: -

Add Sender to BLOCK_COUNTRY - Public 198.18.133.146:25

Success — Sender Group "BLOCK_COUNTREY" was changed.

Sender Details

Sender Type:

IF Addresses *' Geolocation
Add Country: || =0ty Name Comrment 4dd Row
[Brazil [br] v w

m Submit

NOTE: If the Geolocation radio button is not present, revisit and confirm the Public interface was selected from the Sender Groups.
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10. Using the dropdown, select Brazil add comments if desired and click the Submit button.

Sender Group: BLOCK_COUNTRY - Public 198.18.133.146:25

Success — Countries Brazil [br] was added.

Sender Group Settings

Mame: | BLOCK_COUNTRY
Order: | 1
Comment: | Block Brazil Sourced Connections
Folicy: | BLOCKED
SBRS (Optional): | Motin use
DMNS Lists (COptional): | None
Connecting Host DNS VYerification: | None Included

| =< Back to HAT Overview Edit Settings...
Find Senders
Find Senders that Contain this Text: (2) |

Sender List: Display All Items in List Items per page

&dd Sender...

all

Sender Comment Delete
Brazil [br] Mone

| << Back to HAT Overview

11. Verify Brazil has been added successfully and ensure changes are applied by clicking the Commit Changes button, adding
optional comments if desired.

12. Verify the Sender Group created in the previous step is listed in the HAT Overview at the top of the order: -

HAT Overview
Success — Your changes have been committed.
Find Senders
Find Senders that Contain this Text: I
Add Sender Group... Import HAT...
SenderBase™ Reputation Score (7)
Order Sender Group 0 -8 6 4 2 1] 2 4 & s +10 | Mail Flaw Palicy Delete
1 BLOCK_COUNTRY BLOCKED ﬁ
2 RELAYED RELAYED ﬁ
3 WHITELIST TRUSTED ﬁ
4 BLACKLIST ——— BLOCKED ﬁ
5 SUSPECTLIST —— THROTTLED ﬁ
] UMK MOWNLIST ACCEPTED ﬁ
ALL ACCEPTED
Edit Order... Export HAT...
e
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Task - Testing Geolocation based filtering (Estimated time to complete: 5 min)

With the entire configuration in place, the Geolocation feature can be tested by sending an email to Alan from an external user
simulating a country that connections from should be restricted.

Initiate a CLI session

Prior to preparing the message, initiate a connection to the Cisco Email Security solution from the CLI in order to view, using the

tail command, the mail logs to see the message being processed and the actions being applied as it works its way through the
pipeline, repeat the same steps to initiate this from the previous scenario.

1. Navigate to Monitor > Geo Distribution to verify that no connections from Brazil have been logged. Since no connection of

any kinds from this location has been previously attempted or simulated no statistics for that country should be listed.

2. From the workstation launch Microsoft Outlook and from Adams inbox, prepare a new message with the following parameters.

e To: alan@dcloud.cisco.com
e  Subject: GEODBBR

e Body: Hi Alan,

Our region would like to do business with your company.

Regards,

Q Tell me whe wantto do
s o = o= — s/al 0% » =
B i Calibri (Boc = 11~ A & =~ i= - FAp |-5= 3.‘@ @ { _2‘ [ Follow Up
Copy . !I' HighImportance
Paste B I U ay_.a., = — —  &=3= A&ddress Check Afttach Attach Signature
- ~ Farmat Painter = = T 7 T 7 Book Marme: Filew Itern - - & Low Impaortance
Clipboard [Pl Basic Text Pl Mames Include Tags P
From = adami@dcloud-out.cisca,cam
=1
T ‘alan@dcloud. cisca.com';
Send
Lo
Subject GEODEER
Hi,

Let's do business again.

Regards,

3. Send the email - Force the synchronization process by clicking Send/Receive Folder or by pressing the F9 key.
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4. Switch back to the CLI session, scroll through the logs and look for the log entry that advises that the country was matched
and the connection was subsequently rejected. At this point processing stops and the Anti-Spam and Anti-Virus engines are
not required to do any processing on this message thus saving valuable compute resources.

: Hew SMTP DC 2565 1 ce 200.222.0.10 address 198.18.133.146 port 25
Hew SMTP ICID 6461 i rface Hetw (198.18.133.146) address 200.222.0.108 reverse dns host 20802
nleu no
ICID 6461 JECT SG BLOCK COUNHTRY match country[br] SBRS Hone country Brazil
ID 6461
onnection Error: IIII‘Il'J 65 domain: [198.18.133.146] IP:
'rm‘l Um? tu thr- sendim] I

54 2017 Info: Scanning [198.18.133.146] with 1 msgs for expiration candidates.

2017 Into: Bounced: DCID 5 MID 279778 to RID B - Bounced by destination server with response: 5.4.7 - De
('554', ['esa.dcloud.cisco.com', "Your access to this mail system has be rejected due to the
If you believe that this fai is in error, please contact the intended recipient wvia alterna

Mess inished MID 279778 done
2ll1? In Done g [198.18.133.146], @ msgs remain in queue.
2017 Info: ICID

5. Finally, navigate the Monitor > Geo Distribution, refresh the screen if required, and notice the country information being
populated now. Brazil will be listed in the Total Connections column and note that the Total Messages column as a 0 value,
this is because the Geolocation feature is blocking at the connection level so the message is never processed beyond this.

Geo Distribution

W Printable POF (5

Time Range:

28 Sep 2017 21:00 to 29 Sep 2017 21:30 (GMT +01:00)

Data in time range:99.8 % complete

Top Incoming Mail Connections by Country

No Country Info | 29
Brazil 1
United Kingdom Jil 1

0 10 20 30 40

Total Incoming Mail Connections

Total Incoming Mail Connections by Country @

Country (? Total Connectionsw Total Messages
No Country Info 29 22

Brazil
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Scenario 7. Advanced Malware Protection

Use Case

A third-party finance company recently launched a campaign offering competitive rates of credit to business within the state that
wish to invest in next generation date centre equipment. The campaign was sent to all eco-partners that had a high gross spend in
the previous 12 months; Voyage Corp came under this classification. A marketing assistance received one of campaigns emails,
however, unbeknownst, it contained malicious payload that rendered her computer temporarily inactive. The installed Anti-Vitus
solution was sufficiently configured and signature updates were set as per the recommendation of the developers of the software,
however the threat manage to evade this traditional but hardy layer of defence.

Security Control

Most Anti-Virus vendors only perform signature-based detection, so any malicious file that yet known to Anti-Virus vendor can be
easily bypassed by bad actors. To ensure effective security against sophisticated or even targeted attacks, AMP for Email should
be considered to act as an additional layer of defence by combining point in-time detection with continuous analysis with
retrospection. Modern research suggests, the overall catch rate of malware from email traffic can be improved by 50% after
enabling AMP file reputation scanning on Cisco Email Security

Objective

This scenario will demonstrate the File Reputation and File Analysis features of AMP by checking the reputation of a file and then
sending it for File Analysis to the Cisco AMP cloud to deliver a verdict, whilst the file has been sent for a disposition the email
message to the recipient will be held in quarantine.

Steps

Task - Edit the AMP Policy (Estimated time to complete: 1 min)

1. Firstly, edit default policy to modify the action that will be applied to messages which have files that have been sent for
analysis to the Cisco AMP cloud.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 90 of 115



Cisco dCloud
|

2. From the workstation access the GUI and navigate to Mail Policy > Incoming Mail Policies and click within the Advanced
Malware Protection section of the Default Policy.

Incoming Mail Policies

Find Policies

Email Address: I '® Recipient Find Palicies
" sender

Add Policy...
Order | Policy Name Anti-Spam Anti-Wirus Advanced Malware Protection Graymail Content Filters Outbreak Filters | Delete
Default Policy | IronPort Anti-Spam Zophos File Reputation Graymail Detection | Outbreak_Filter | Retention Time:
Positive: Quarantine Repaired: Deliver Unscannable: Deliver Marketing: Deliver | FED-Spaoof Wirus: 1 day
Suspected: Quarantine | Encrypted: Deliver Malware File: Drop Social: Deliver Macro_Detection | Other: 4 hours
Unscannable: Deliver | Pending Analysis: Deliver Bull: Deliver

Wirus Positive: Drop Mailbox Auto Rermediation: Disabled

Key:| Default || Custom || Dizabled |

3. Verify that File Analysis is enabled; this allows any qualifying file that has an unknown disposition to be redirected to the
Cisco ThreatGrid sandbox for expert analysis and a verdict.

Mail Policies: Advanced Malware Protection

Advanced Malware Protection Settings

Policy: | DEFAULT

Enable Ad d Mal Protection f ) .
nable vance alware r'.]l.'_ﬁ'; :?'Dol}ic':r: '® Enable File Reputation

¥ Enable File Analysis

" No

Message Scanning

#! (recommended) Include an ¥-header with the AMP results in messages

Unscannable Attachments:

4. Scroll down towards the Message with File Analysis Pending section and modify the Action Applied to Message to
Quarantine.

Messages with File Analysis Pending:

Action Applied to Message:

Archive Original Message: | ' pa e

Modify Message Subject: | ) pg ® prepend " Append

I[WF'.RNING: ATTACHMEMT(S) MAY COMNTAIM I

b Advanced | Cetional settings,
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5. Click Submit to apply the actions and commit changes.

Task - Create a Malicious File (Estimated time to complete: 1 min)

To simulate this type of analysis, a benign file is generated and used within an email coming into the organization. The file itself is
not capable of doing any harm, however the Cisco AMP file treats this malicious test file and performs the same actions on it as if it
was carrying payload that is malicious.

1. Navigate to the desktop of the workstation, locate and open the folder called dCloud Files, open the folder and then open the
sub-folder named AMP Retrospect.

mv |1~ dCloud Files « |23 [ search dCloud Files

Organize v [ Open  Includeinlibrary »  Sharewith ~  Mewfolder B
r Favorites MNarme « | Date modified | Type | Size |
M Desktop 0 AdP Outbound 971542017 9:32 AW File folder
i Downloads n AP Retrospect 9/ ! . File folder
%] Recent Places | Cisco DLP 9/15¢2017 2:04 P File folder
& OneDrive 1 Graymail 9/15/2017 9:33 &AM File folder
. Macro-Enabled Detection  9/15/2017 333 A File folder
EEE”J”’““ 1 Outbreak 9/22/2017 1136 ... File folder

2. Open the file Make Malware.bat this file by double clicking it, and acknowledging the Run button when prompted. If run
successfully a second file will be present named malware.exe.

@v |j. * dCloud Files = ARP Retrospect - I Search AMP Retrospect
Organize - Open  Sharewith +  Mew folder B
¢ Favorites Marne = | Date modified | Type | Size |
. 4] Desktop Make halware bat 97152017 155 PR Windows Batch File 1kB
4 Downloads Friahivare.exe 02472017 Ti16 A, Application
'ﬂ-—ﬂ Recent Places
& OneDrive

Task - Send a Message with a potentially malicious file (Estimated time to complete: 1 min)

Now that a file that contains malicious payload has been generated a file, send a message from Adam to Alan with this as an
attachment, this is sufficient to trigger the AMP engines and provide the required disposition.

Initiate a CLI session
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Prior to preparing the message, initiate a connection to the Cisco Email Security solution from the CLI in order to view, using the

tail command, the mail logs to see the message being processed and the actions being applied as it works its way through the
pipeline, repeat the same steps to initiate this from the previous scenario.
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1. From the workstation launch Microsoft Outlook and from Adams inbox, prepare a new message with the following parameters.

e To: alan@dcloud.cisco.com

e  Subject: Latest Promotional Flyer

e Body: Hi Alan,

Attached is the latest version of the promotional flyer, please review it and let me know your thoughts.

Regards,

e Attachment: Attach the file, Malware.exe file created in the previous step

- Latest Promotional Flyer - Message (HTML)

Message

Paste
Clipboard
From +

Send

To..
Ct..

Subject

Attached

Hi Alan,

Regards,

Insert Options Forrmat Text Rewiew Q Tell me what you want to do

[“ b

Attach Attach Signature

B I u = = 3 Address Check
Book MNames

N Basic Text Names
adam@dcoud-out.cisco.com

‘alan@dcloud. cisco.com’;

Latest Promaotional Flyer

—

1| malware exe
L pves

File= [Item~

Include

Attachedis thelatest version of the promotianflyer, please review it and let me know yourthoughts,

ﬁ. |* Follow Up ~

! HighImportance
v 4 LowImportance

Taas 1

2. Send the message — Microsoft Outlook will display a warning about unsafe files, click Yes to ignore this.

3. Force the synchronization process by clicking Send/Receive Folder or by pressing the F9 key.

Task - Monitoring AMP  (Estimated time to complete: 10 min)

This task will demonstrate how potentially malicious files are handled by the Cisco Email Security Solution and specially the AMP

engine.

1. Navigate to the CLI session and wait for the logs to scroll, it may take a few moments for the screen to refresh with fresh
activity. The first point of interest here is what happens once the SPAM and Anti-Virus engines pass their verdict.
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2. The highlighted line below and the one prior to that shows the file reputation verdict — unknown therefore the file will be sent
for further analysis, also note that a SHA256 has been assigned.

3. Make a note of the MID.

52 2017 279779 ICID 6462 From: {adam@dcloud-out.cis
27 279779 ICID 6462 RID 0 To: <alan@dcloud.ci c
2017 279779 Message-1ID '<D03801d33aB65a836d1F0SFBak75d05E oud-out.cisco.com>’
2017 279779 Subject ‘Latest Promotional Flyer®
2m7 F 279779 ready 194379 bytes from <adam@dcloud-out.cisco.com>
2mz 279779 attachment ‘malware.exe
2817 279779 matched all recipients For per-recipient policy DEFAULT in the inbound table
217 ; 279779 interim verdict using engine: CASE spam negative
2017 279779 using engine: CASE spam negative
2017 279779 interim AU verdict using hos CLEAN
2017 279779 antivirus negative
ICID 6462 close
279779 AMP file reputation verdict : UNKHOWH(File analysis pending)
279779 SHA 691ecef9bd1910d2bc188eeafblecd17ccPudfeB16402F7cH1de B24FaaBi7d91 Filenane malware

nct : 279779 usin AYMATL negatiuve

oct B:2 4 F § 279779 Dutbe 4 : verdict negative

Oct 2 : f 279779 quarantined to "File Analysis" (UMKNOWN:File analysis pending)
oct s Info: Message Finished MID 279779 done

Dct z . : MID 279779 Message-ID '<803881d33a863a836d1F0S$F8ak75d0SRdcloud-out .cisco.comd’
Oct 2017 o: MID 279779 Subject 'Latest Promotional Flyer®
Oct : n: MID 279779 ready 194379 bytes from {adam@dcloud-out.cisco.com>
Dct 38 : 4 : MID 279779 attachment ‘malware.exe’
Dct . MID 279779 matched all recipients for per-recipient policy DEFAULT in the inbound table
Dct i MID 279779 interim verdict using engin CASE span negative
Oct 2 0: MID 279779 using engine: CASE spanm negative
Dct [ : MID 279779 interim AV wverdict using Sophos CLEAW
Oct : MID 279779 antivirus negative
Oct . o: ICID 6462 close
Dct : MID 279779 AMP File reputation verdict : UNKHOWN(File analysis pending)
Dct - 0: MID 279779 SHA 691ecef?bd19108d2bci88eeafbiecd17cc9udfes816402F7c61deP24FaaB67d91 Filename malware
analysis upload
MID 279779 using engine: GRAYMAIL negative
MID 279779 Dutbreak te verdict negative
MID 279779 quarantined to
Info: Message Finished MID 279779 done

NOTE: It can take several minutes for the verdict to be returned, leave the CLI window running and proceed to the next step, or
take a break!

5. Navigate to Monitor > Policy, Virus and Outbreak Quarantines, the message is now quarantined as per the configured
AMP policy while a verdict of its disposition is returned from the AMP File Reputation service.
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Policy, Virus and Outbreak Quarantines
Policy, Yirus and Outbreak Quarantines
Add Policy Quaranting... I' Search Across Quarantines I
Quarantine Name Type . Messages Default Action Last Message Quarantined On Size Delete
DLP Violations palicy ' 0 | Retain 7 days then Release | 29 Sep 2017 17:21 (GMT +01:00) | 0 -
File Analysis Advanced Malware Protection . 1  Retain 1 hour then Release . 01 Oct 2017 08:26 (GMT +01:00) . 189.82K .
[o::;;e;:b‘ Rule Summary] | OUtbreak 0 2;;;’:.‘:";0}:’:;:‘ 29 Sep 2017 18:55 (GMT +01:00) 0
Policy [ Policy . 0 . Retain 10 days then Delete . 13 Sep 2017 14:23 (GMT 401:00) . ] . 7]
Unclassified | Unclassifid ' 0 Retain 30 days then Release n/A o |
Virus | Antivirus I 1] . Retain 30 days then Delete . N/A . 1]
Available space for Policy, Virus, Antimalware & Outbreak quarantines is 3G.

6. Navigate to Monitor > AMP File Analysis, note the file is not analysed yet as indicated by the Interim Disposition.

Pending Analysis Requests from This Appliance @

Displaying 1 - 1 of 1 itemns.

File SHAZ56 Filename Time of Analysis Requestw Interirn Disposition Message Tracking
691ecefd...aaB67d91 . malware.exe . 01 Oct 2017 08:26:56 . Unknown - Details
Displaying 1 - 1 of 1 items.

Columns.., | Export,.,

7. Click on Details to launch Message Tracking and scroll towards to the Results section, our message will be listed, note the
MID once again matches what was observed within the CLI earlier.

Displaying 1 — 1 of 1 items.

1 01 Oct 2017 08:26:52 (GMT +01:00) MID: 279779
ENI adam@dcloud-out.cisco.com
alan@dcloud.cisco.com
Latest Promotional Flyer
Message 279779 quarantined to File Analysis. Advanced Malware Protection
& malware .exe

Displaying 1 — 1 of 1 items.
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8. Navigate back to the CLI session, after several minutes a verdict will be returned. Note the time between when the file was
sent for analysis and when the verdict was returned and finally the final action.

Info: MID 279779 using engine: GRAYMAIL negative

Info: MID 279779 Outbreak Filters: verdict negative

Info: MID 279779 quarantined to "File Analysis™ (UNKNOWN:File analysis pending)
Info: Message finished MID 279779 done

Info: SLBL: Database watcher updated from snapshot 28171801T073502-s1bl.db.
Info: graymail [CONFIG] Graymail process is now enabled
Info: MID 279779 released from quarantine “File alysis" (File Analysis completed) t=564

Info: MID 279779 released from all quarant
Info: MID 279779 ma ed all recipients for per-recipient policy DEFAULT in the inbound table
In MID 279779 interim AV verdict using Sophos CLEAN
MID 279779 antivirus ne
Info: MID 279779 AWP file reputation verdict :
Info: Message aborted MID 279779 Dropped b
Message finished MID 279779 done

9. Navigate back to the GUI and select Monitor > AMP File analysis the verdict will now be presented here too.

RBdvanced Malware Protection File Analysis

lick here to view reports prior to AsyncOS 10.0

‘ Printable FDF &g

or file analysis resulfts from the Cisco cloud,

Search by SHA256: | | Search |

Time Range:
30 Sep 2017 08:00 to 01 Oct 2017 08:36 (GMT +01:00) Data in time range:100.0 % complete

Files Uploaded for Analysis

Number of Files uploaded for Analysis:

Completed Analysis Requests from This Appliance B

Displaying 1 - 1 of 1 items.

Fila SHA256 Filename Time of Analysis Request Time Analysis Completeds Disposition Message Tracking

malware.exe 01 Oct 2017 08:26:56 01 Oct 2017 08:36:18 Malicious
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10. Click on the SHA to get more details of the perceived threat and the various threat levels assigned to the file.

Advanced Malware Protection File Detail > 691ecef9bd1910...de024faag867do1

T Frintable POF &

File Analysis Summary

General Information

Analysis ID: | 356971262
Start time: | 0F:26:562
Start date: | 2017-10-01

Status: | Complete

Ezport...

Behavioral Indicators

Items Displayed 10 ¥

Indicators Categary Threat Level

Potential TOR Connection nietwark wery High

Process Modified File in a User Directory file High

Static analysis Flagged Artifact As Anomalous farensics High

Command Exe File Execution Detected attribute High

Dynamic DNS Domain Detected netwark High

Sample Used A Temporary Batch File file High

Potential Code Injection Detected evasion High

PE Checksum is Invalid file High

Process Queries Domain Using MsLookup enurmeration Medium

PE Resource Indicates Russian Origin attribute Medium

Export...

Static File Info

MDS: | 7920ddfed89fdbfb25975d85d61d81de
SHAL: | 6b184d653159264d6fae926bel2ef171d9790d1e
SHAZ5A: | 691ecefdbd1910d2bclBEeeafédec3l?ocf4 dfef16402f7 c61de024faaB67d91

11. Finally, click the link to the Cisco AMP Threat Grid to get details of the full analysis.

More Details

To view all messages for this threat, see: Message Tracking for SHAZS6 691ecefibdi1910dzbolddesaftdecilFocddiedlad 02 7oldelzdfaada7dal
To wiew full analysis details, see: Cisco AMP Threat GridtT
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12. This will redirect to the Cisco AMP ThreatGrid portal to get a detailed analysis of what caused this file to be malicious.

Sy
[ J

EEN
ALl

Registry Activity

ndicators  Metwork Activity  Processes  Artifacts
Analysis Report
D> 2ef924h8hd29e335264 3460090763
0s 760118738 amdfdfrewin?spl_gdr1560316-1654
Started  10M1/17 07:26:59
Ended 1001417 07:33:29
Duration 0:06:30
Sandbox car-work-020 (pilot-d)

Behavioral Indicators

© Potential TOR Connection

File Activity

Filename
Magic Type
Analyzed As
SHA256
SHA1

MD5

makware. exe

PE32 executable (Ul Intel BD38B, for M5 Windows

exe
691leceffbdlfl0dZbclEdeeatfdeciliccl4dfedlo402L7c6lde0z4faad67d91
6b184de83159264d6fae826bel2e£171d9790d41e
7920ddfA439fdhfhz8975d55d61d31de

Severity: 100 Confidence: 100

© Process Modified File in a User Directory Severity: 70 Confidence: 80
© Static Analysis Flagged Artifact &s Anomalous Severity: 60 Confidence: 80
QC | Exe File E ion D | Severity: 50  Confidence: 80
© Dynamic DNS Domain Detected Severity: 50  Confidence: 60
© Sample Used A Temporary Batch File Severity: 50  Confidence: 50
oFr ial Code Injection D | Severity: 50  Confidence: 50
© PE Checksum is Invalid Severity: 50 Confidence: 50
© Process Queries Domain Using NsLookup Severity: 30 Confidence: 60
© PE Resource Indicates Russian Origin Severity: 25 Confidence: 60
© Hook Procedure Detected in Executable Severity: 35 Confidence: 40
© Executable Uses Armadillo Severity: 30 Confidence: 30

13. Close the ThreatGrid window and navigate to Monitor > Policy, Virus and Outbreak Quarantines, and note the queue is
now empty, this is because the verdict for the file returned was malicious and it was deleted from the quarantine.

Policy, Virus and Outbreak Quarantines

Policy, ¥irus and Outbreak Quarantines

Add Policy Quarantine... | Search Across Quarantines |

Quarantine Mame Type
DLFP Wiolations Folicy

File analysis

Cuthreak

Outbreak
[Manage by Rule Summary] Htbrea
Palicy Palicy

Unclassified

Yirus Antivirus

Unclassified

Messages

Advanced Malware Protection

Default Action
0 | Retain 7 days then Release
0 | Retain 1 hour then Release

Retention Varies
Action: Release

0 | Retain 10 days then Delete
0 | Retain 30 days then Release
0 | Retain 30 days then Delete

T
T

Available space for Folicy, Wirus, dntimalware & Outhreal quarantines is 3G,

Last Message Quarantined On
79 Sep 2017 17:21 {GMT +01:00)
01 Qct 2017 08:26 (GMT +01:00)

29 Sep 2017 18:55 (GMT +01:00)

13 Sep 2017 14:23 (GMT +01:00)

Size
u]
1]

1}

a
a
a

Celete

o
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Scenario 8. Graymail Detection

Use Case

Since the investment in the Cisco Email Security Solution by Voyage Corp the volume of messages classified as SPAM have
decreased markedly with most users reporting a high level of satisfaction in a recent user satisfaction survey. The control of threat
within email messages has also improved significantly with a sharp drop in reported incidents following the implementation of
multiple security engines.

A handful of users however have complained that they receive messages from company websites that they once signed up for, an
example being the manager of enterprise accounts who regular receives email from Netflix, this was initially a service that he had
subscribed to, however is now looking to remove himself from that particular mailing list or at least have the message classified
appropriately making it easy to identify within his busy mailbox.

Security Control

Graymail messages are messages that do not fit the definition of spam, for example, newsletters, mailing list subscriptions, social
media natifications, and so on. These messages were of use at some point in time, but have subsequently diminished in value to
the point where the end user no longer wants to receive them.

The difference between graymail and spam is that the end user intentionally provided an email address at some point (for example,
the end user subscribed to a newsletter on an e-commerce website or provided contact details to an organization during a
conference) as opposed to spam, messages that the end user did not sign up for.

Objective

This scenario will demonstrate, through simulation, how Graymail messages are classified and processed by the Cisco Email
Security Solution.

NOTE: The graymail management solution in the Email Security appliance comprises of two components: an integrated graymail
scanning engine and a cloud-based Unsubscribe Service. The graymail scanning engine is part of the base operating system, and
additional license is required to use the unsubscribe service.

Steps

Task - Customise Graymail Classification (Estimated time to complete: 2 min)

The graymail engine classifies each graymail into one of the following categories:
e Marketing Email. Advertising messages sent by professional marketing groups.
e Social Network Email. Notification messages from social networks, dating websites, forums, and so on

e Bulk Email. Advertising messages sent by unrecognized marketing groups, for example, newsletters from TechTarget, a
technology media company.
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This task will review these and make a subtle change to one.

1. From the workstation access the GUI and navigate to Mail Policy > Incoming Mail Policies and click within the Graymail box

of the Default Policy to launch the Graymail settings

Incoming Mail Policies

Find Policies

Email Address:

'® Recipient
" gender

Suspected: Quarantine

Encrypted: Deliver
Unscannable: Deliver
Wirus Positive: Drop

Add Palicy...
Order | Policy Mame Anti-Spam Anti-Yirus advanced Malware Protection Graymail Content Filters Qutbreak Filters | Delete
Default Policy | IronPort Anti-Spam Sophos File Reputation Graymail Detection | URL_Filter Retention Time:
Positive: Quarantine Repaired: Deliver Unscannable: Deliver Marketing: Deliver | FED_Spoof Wirus: 1 day

Social: Deliver COther: 4 hours

Bulk: Deliver

Malware File: Drop
FPending Analysis: Quarantine
Mailbox Auto Rermediation: Disabled

Macro_Detection

Key:| Default || Custam || Disabled

Mail Policies: Graymail

Graymail Settings

Policy:

Policy: | DEFAULT
Enable G il Detection for This Policy:
nable Graymail ection for This Policy: | 5, D No
Enable G il Unsubscribing for Thi
na raymail Unsubscribing for This Yes ® No

Safe unsusbscribing is disabled globally. Te configure this parameter you must enable Safe
Unsubscribing on Graymail Detection and Safe Unusbscribing Global Settings page.

" Action on Marketing Email

Apply this action to Message:

Perform this action for: * All Messages

(Recommended)

Unsigned Messages

Add Text to Subject:

Send to Alternate Host (optional): I
"No  '® Prepend ' Append
[[MARKETING]

b Advanced

% Action on Social Network Email

Apply this action to Meszage:

Optional settings for custom header and message delivery.

Deliver v

Send to Alternate Host (optional): I

Add Text to Subject:

"No  '® Prepend ' Append

[[SOCIAL NETWORK]

b Advanced

T Action on Bulk Email

Apply this action to Message:

Optional settings for custom header and message delivery.

Add Text to Subject:

Send to Alternate Host (optional): I
"Mo '® prepend ') Append
|[BULK]

I Advanced

Optional settings for custom header and message delivery.
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2. For the Action for Bulk Email edit default Add Text to Subject so alternate text is displayed.

3. Change the default to BULK GRAYMAIL.

Graymail Settings

Policy: DEFAULT

Enable Graymail Detection for This Policy: ®vya: @ no
éna ii-l“e l:-raymali -UIISII.I-I.II-CH-I; ing ét-:r-'l.'l-tls |
Policy: Yas  No

Safe unsusbscribing s disabled globally. To configure this parametsr you must enable Safs
Unsubscribing on Graymail Detection and Safe Unusbscribing Giobal Settings page.

Perform this action for:  * all Messages Unsigned Messages
(Recommended)

T action on HMarketing Email

&pply this action to Message: | | Deliver v

Send to Alternate Host {(optional): l

Add Text to Subject: | ) No ® prepend ' Append

[[MARKETING)
b Advanced - Optional settings for custom header and message defivery,

¥ Action on Social Network Email

Apply this action to Message: | | Deliver v

Send to Alternate Host (optional): I

Add Text to Subject: | ' No * Prepend Appand

[isociaL neTwork]
b Advanced | OPtional settings for custorn header and message defivery.

T action on Bulk Email

Apply this action to Message: | | Deliver ¥
Send to Alternate Host (optional):

Add Text to Subject: No * prepend - Append

b Advanced | CPtional settings for customn headar and message daliver
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4. Click Submit to apply the changes.

Incoming Mail Policies

Success — Graymail settings for the Default Policy were submitted,

Find Policies

Email Address: I O)

Recipient
Sender

Add Policy...
Order | Policy Name Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters CQutbreal Filters | Delete
Default Policy | IronPort Anti-Spam Sophos File Reputation Gravmail Detection | Qutbreal_Filter | Retention Time:
Positive: Quarantine Repaired: Deliver Unscannable: Deliver Marketing: Deliver | FED-Spoof Wirus: 1 day
Suspected: Quarantine | Encrypted: Deliver Malware File: Drop Social: Deliver Macro_Detection | Other: 4 hours
Unscannable: Deliver | Pending Analysis: Deliver Bulk: Deliver
Wirus Positive: Drop Mailbox Auto Remediation: Disabled
Key: | Default || Custom || Dizabled |

5. Once complete, ensure the change is applied by clicking the Commit Changes button, adding optional comments if desired.

Task - Simulate Graymail (Estimated time to complete: 5 min)

In order to see the effect of the Graymail engine this task will simulate the sending and processing of a Netflix message that would
be categorised by the engine as Bulk.

Initiate a CLI session

Prior to preparing the message, initiate a connection to the Cisco Email Security solution from the CLI in order to view, using the
tail command, the mail logs to see the message being processed and the actions being applied as it works its way through the
pipeline, repeat the same steps to initiate this from the previous scenario.

1. From the desktop, navigate to the folder dCloud File>Graymail and verify the presence of graymail-exec.bat file.

. Grayrnail

ij},v |~ dCloud Files + Graymail

Organize *  Includein library *  Sharewith +  MNew folder

* i | Search Grayrnail

= Recent Places
& OneDrive

¢ Favorites N Date modified Type | Size v|

Lk
BZ Desktop graymail-exec.hat /152017 9:33 M Windows Batch File 1KE
& Downloads
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2. Execute the file by double clicking it - acknowledging any security warning message as this is safe for this environment.

run thiz software?

W

Cpen File - Security Warning

v Absays azk before opening this file

The publizher could not be verified. Are pou zure you want to

Mame: ..esktopvdCloud FilesyGraymailgraymail-exec.bat
Publizher: Unknown Publisher
Type: ‘Windows Batch File
From: Chlsers\ddministratonDesktophdCloud Files\Gr.,

X/

Run | Cancel |

Thiz file dogs naot have a walid digital signature that verifies its
publizher. “v'ou should anly run software from publishers you tust,
How can | decide what zoftware o mun?

3. Navigate to the CLI

1 15:58:16 2817
1 15:58:16 2817
1 15:58:16 2817
netflix.com>
1 15:58:16 2817
1 15:58:16 2817
1 15:58:16 2817
1 15:58:21 2817
1 15:58:21 2817
1 15:58:21 2817
1 15:58:21 2817
1 15:58:21
1 15:58:21
1 15:58:21
1 15:58:21
1 15:58:22
1 15:58:22
1 15:58:22
1 15:58:22
1 15:58:22
1 15:58:22
1 15:58:22

and note how the graymail engine classifies this type of message.

(]
HID
HID

HID

279789
279789
279789

279789

ICID 6466 RID B To: <alan@dcloud.cisco.com>
Subject 'Hetflix is nominated? Watch these picks to see why.'

ready 177274 bytes from <8180815d61153F9d-808faea26-F115-4479-93a6-752f87a19ch1-000004

matched all recipients for per-recipient policy DEFAULT in the inbound table

ICID 6466 lost
ICID 6466 close

HID
MID
HID
HMID

HID
HID
HID

279789
279789
279789
279789
279789
279789
270789
279789
279789

interim verdict using engine: CASE bulk

interim AV verdict using Sophos CLEAH

antivirus negative

AMP file reputation verdict : SKIPPED {no attachment in message)
using engine: GRAYMAIL bulk_mail

using engine: GRAYHMAIL positive

Outbreak Filters: verdict positive

Threat Level=3 Category=Phish Type=Phish

rewritten to MID 279798 by url-threat-protection filter 'Threat Protection®

Message finished HID 279789 done

MID 279798 Virus Threat Level=3

HID 279798 rewritten to HMID 279791 by add-heading filter 'Heading Stamping®
Message finished MID 279796 done

MID 279791 quarantined to "Outbreak" (Outbreak rule:Phish: Phish)

Hessage finished HID 279791 done
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4. Also notice the outbreak filters engine delivered a verdict, and took action on the message by sending it the quarantine.

HID 279789 ICID 6466 RID B To: <alan@dcloud.cisco.com>
MID 279789 Subject 'Netflix is nominated? Watch these picks to see vhy.'
1 15:58:16 2817 MID 279789 ready 177274 bytes from <@8180015d61153F9d-80Faea26-F115-4479-93a6-752F87a19ch1-000008
.netflix.com>
2017 HID 279789 matched all recipients for per-recipient policy DEFAULT in the inbound table
20817 ICID 6466 lost
20817 ICID 6466 close
2,7 HMID 279789 interim verdict using engine: CASE bulk
2817 MID 279789 interim AV verdict using Sophos CLEAN
2817 HID 279789 antivirus negative
2017 MID 279789 AMP file reputation verdict : SKIPPED {no attachment in message)
2817 MID 279789 using engine: GRAYMAIL bulk_mail
2817 MID 279789 using engine: GRAYMAIL positive
2817 MID 279789 Outbreak Filters: verdict positive
2817 HID 279789 Threat Level=3 Category=Phish Type=Phish
2817 MID 279789 rewritten to MID 279798 by url-threat-protection filter 'Threat Protection®
2817 Message finished MID 279789 done
217 MID 279798 Virus Threat Level=3
2817 : MID 279790 rewritten to MID 279791 by add-heading filter 'Heading Stamping’
2817 Hessage finished HID 279798 done
MID 279791 quarantined to "Outbreak" (Outbreak rule:Phish: Phish})
Message finished MID 279791 done

5. Navigate to Monitor > Policy, Virus and Outbreak Quarantines, and note the queue is now empty, this is because the
verdict for the file returned was malicious and it was deleted from the quarantine.

Policy, Virus and Outbreak Quarantines
Add Policy Quarantine... | Search Across Quaranﬂnes|
Quaranting Marne Type Messages | Default Action Last Message Quarantined On Size Delete
DLP Wiolations Policy 0 | Retain 7 days then Release | 29 Sep 2017 17:21 (GMT +01:00) | 0 i}
File Analysis Advanced Malware Protection 0 | Retain 1 hour then Release 01 Oct 2017 08:26 (GMT +01:00) | 0
[O;::;egaekw Rule Summary] | CUtreak 1 ii:iz';t:m;efezr;e: 01 Oct 2017 15:50 (GMT +01:00) | 236.8K
Folicy Folicy 0 | Retain 10 days then Delete 13 Sep 2017 14:23 (GMT +01:00) | 0 |
Unclassified Unclassified 0 | Retain 30 days then Release MNAA i}
Wirus Antivirus 0 | Retain 30 days then Delete /A 1}
Available space for Policy, ivus, Antimalware & Ouibreak quarantines is 3G,

6. Click the number under the Messages column to view the message, place a check next the message and press the Release
button to send the file onwards.

Messages in Quarantine: "Outbreak"

Messages in Quarantine: "Outbreak”

Wiew: Standard | by Rule Surmmary
Action on selected items on page ¥ || Release | Delete || More Actions... v

Sender Recipient Subject Received « Zcheduled Exit Size
# | 0100015d61153f2d-80f= alan@dcloud.cisco.com [SUSPICIOUS MESSAGE] [BULK 01 Oct 2017 15:50 {GMT +01:00) | 01 Oct 2017 16:40 {(GMT +01:00) | 236.8K

< Back to Quarantine List
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7. From the desktop navigate back the outlook client and synchronize the mailboxes. The message from Netflix will now appear
in Alan’s inbox, note the subject header, this has nhow been modified as per the previous task.

2 Reply 2 Reply &1l £ Formard
SuR 104172017 3:50 P

N Netflix <0100015d61153f9d-80faealb-f115-4479-93a6-752187a19ch1-000000@
[SUSPICTIOUS MESSAGE] [BULK GRAYMAIL] Metflix is nominated! Watch these picks to see why.

To  alan@dcloud. cisco.com
ﬂ Click here to download pictures, To help protectyour privacy, Qutlook prevented autormatic download of sorme pictures in this message. )

WARMNIMG: This message has beenidentified as a possible Phishmessage of type: Phish
Flease beware of any links in this email and think twice before dlicking them

It may pose as a legitimate company, tricking victims into revealingpersonal information,
Delivered-To: alan@dcloud. cisco, corm
Received: by 10,200,41,220 with SMTP id 28cspl36491gtt;

Thu, 20 Jul 2017 10:39:29 -0700 (POT)
¥-Received: by 10.200.36. 74 with SMTPid d10mr62352550td. 298,.1500572369509;

NOTE: The second part of this feature is Unsubscribe, which provides an easy mechanism for end users to unsubscribe from

unwanted messages using Unsubscribe Service.
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Scenario 9. Image Analysis

Use Case

Voyage Corp regularly takes on office interns from the local college to help students gain valuable work experience prior to their
graduation; in return they get additional resources temporarily without having to go through the process of applying for headcount.
The offer can range from range from 1-4 weeks depending on the agreement between HR and the college.

Recently a new intern was inducted and the offer would last for one week only, leaving little time for formal company training on
acceptable use and how to exercise caution when dealing with email and web systems, this unfortunately lead to an intern
receiving an attachment via email, that had, what was seen as inappropriate content for a professional working environment, this
caused unnecessary embarrassment to the intern and their peers at the time.

Security Control

Some messages contain images that you may wish to scan for inappropriate content. The image analysis engine can be leveraged
to search for inappropriate content in email. Image analysis is not designed to supplement or replace your anti-virus and anti-spam
scanning engines; instead, its purpose is to enforce acceptable use by identifying inappropriate content in email. The image
analysis scanning engine can be used to quarantine and analyses mail and to detect trends allowing for better policy enforcement

and end user education.

Objective

This scenario will demonstrate how the Image Analysis engine in the Cisco Email Security Solution can identify inappropriate
content in an email message and take necessary actions as required by company policy.

Steps

Task - Enabling the Image Analyser Feature (Estimated time to complete: 5 min)

The image analyser is an additional feature license that once installed can be tuned to suit the requirements of the environment in
which it operates.

1. Navigate to Security Services > IronPort Image Analysis and from the resulting screen click Edit Settings
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IronPort Image Analysis

IronPort Image Analysis Overview

IronPort Image Analysis: | Enabled
Irmage Analysis Sensitivity: | 65
Skip Images: | Enabled, 100 pixels
Verdict Ranges: CLEAN SUSPECT INAPPROPRIATE
0-49 50 - 74 75 - 100

Edit Settings...

2. View the license agreement and click Accept.

Edit IronPort Image Analysis Settings

(IronPort Image Analysis) License Agreement

To enable IronPort Image Analysis, please review and accept the license agreement below,

IMPORTANT: PLEAZE READ THIS END USER LICENSE AGFEEMENT CAREFULLY. IT I
VERY IMPORTANT THAT ¥OU CHECE THAT YOU ARE PURCHASING CISCO SO0FTWARE OR
EQUIFMENT FROM AN AFPROVED J0URCE AND THAT TOU, OFR THE ENTITY YOU
REPRESENT (COLLECTIVELY, THE "CUSTOMER™) HAYE BEEN FEGISTERED A5 THE END
USER FOR THE PURFOJES OF THIS CISCO END USER LICENSE AGREEMENT. IF TOU
ARE NOT FEGISTERED 43 THE END U3SER YOU HAVE NO LICENSE TO U3E THE S0FTWARE
AND THE LIMITED WARFANTY IN THIS END U3SER LICENZE AGREEMENT LOES HOT
APPLY. AZSUMING YOU HAVE PURCHASED FROM AN APPROVED S0URCE, DOWNLOALING,
INSTALLING OR USING CISCO OR CISCO-3UPPLIED SOFTWARE CONSTITUTES
ACCEPTANCE OF THIZ AGREEMENT.

CISCO SYSTEMI, INC. OR IT3 JUEBSIDIARY LICENSING THE 3J0FTWARE INSTEALD OF
CISCO SYITEMS, INC. ("CISCO™) IS WILLING TO LICENZE THIS SOFTWARE TO YOU
ONLY UPON THE CONDITION THAT TOU PURCHASED THE 30FTWARE FROM AN APFROVED
S0URCE AND THAT ¥YOU ACCEPT ALL OF THE TERMS CONTAINED IN THIS END TSER
LICENSE AGREEMENT PLU3 ANY ADDITIONAL LIMITATIONI ON THE LICENIE 3SET FORTH
IN A SUPPLEMENTAL LICENRE AGREEMENT ACCOMPANYING THE PRODUCT OF AVAILAELE
AT THE TIME OF YOUR ORDER (COLLECTIVELY THE "AGREEMENT™). TO THE EXTENT OF
ANY CONFLICT BETWEEN THE TERMS OF THIZ END USER LICENSE AGREEMENT AND ANY
SUPPLEMENTAL LICENSE AGREEMENT, THE SUFFLEMENTAL LICENSE AGREEMENT SHALL
APPLY. EY DOWNLOADING, INSTALLING, OR USZING THE Z0FTWARE, ¥OU ARE
REPRESENTING THAT ¥0U PURCHASED THE SOFTWARE FROM AN APPROVED SOURCE AND
BEINDING TOURSELF TO THE AGREEMENT. IF ¥0U DO NOT AGREE TO ALL OF THE TERM3

3. Once accepted the confirmation message is displayed, advising this feature can now be use with either Content Filters or
Message Filters.
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Task - Configuring a Content Filter (Estimated time to complete: 3 min)

This task will create a new content filter to identify inappropriate content with in an email message and apply an action of stripping
the attachment before advising the recipient the reason this action was taken.

1. From the workstation access the GUI and navigate to Mail Policy > Incoming Content Filters and click Add Filter.
2. Using the following settings configure the Conditions and Actions.

e Name: Image_Analysis

e Description: Scanning message for prohibited content

e Condition: Attachment File Info > Image Analysis Verdict: Is > Suspect or Inappropriate

e Actions: Strip Attachment by File Info > Image Analysis Verdict is: Suspect or Inappropriate

e Replacement Message (optional) > Company prohibited content.

Add Condition

Message Body or Attachment

Massage Body Attachment File Info Help
URL Category Does the message contain an attachment of a filetype matching a
URL Reputation specific filename or pattern based on its fingerprint (similar to a

UNIX file command)? Does the declared MIME type of an
attachment match, or does the IronPort Image Analysis engine
Message Language find a suspect or inappropriate image? Is the attachment corrupt?

Macro Detection
Attachment Content
Attachment File Info
Attachment Protection

Message Size

Filename:

Contains v I *

Filename contains term in content dictionary:

. Execs ¥
Subject Header
Other Header File type is:
Envelope Sender Is ¥ || Compressed v
Envelope Recipient MIME type is:
Receiving Listener Is 1|

Remote IP/Hostname * Image Analysis Yerdict:

Reputation Score

Is ¥ | Suspect or Inappropriate ¥

3. Click OK.

4. Click Add Action.
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Quarantine
Encrypt an Delivery Strip Attachment by File Info Help
Strip Attachment by Content Drops all attachments on messages that match the specified

; ) filename, file type, or MIME type. Archive file attachments (zip,
Str-nj Aftschment hy. File Info tar) will be dropped if they contain a file that matches. IronPart
Strip Attachment With Macro Image Analysis will drop an attachment for images that match a
URL Categary specified IronPort Image Analysis verdict,

URL Reputation
Add Disclaimer Text

Filenarne:

contains v I

Bypass Outbreak Filter Scanning . o
File size is greater than:

| Bytes

Bypass DKIM Signing
Send Copy (Bro:)

Motify File type is:

Change Recipient to Compressed v
Send to Alternate Destination MIME type is:

Haost

#® Image Analysis Yerdict is:

Deliver from IP Interface

Strip Header
Add/Edit Header Suspect or Inappropriate ¥
Forged Email Detection Replacement Message (optional)
Add Message Tag Company Prohibited Content.

Add Log Entry
SfMIME Sign/Encrypt on Delivery

Encrypt and Deliver Now (Final
Action)

(*) accapts ragular axprassion

5. Click OK.

Add Incoming Contant Filter

Content Filter Settings

Mame: |Image_nna|ysis
Currently Used by Palicies: | Mo policies curvently wse this rule,

Description: | |Scanning message for prohibited content

Order: | |5 ¥ | (of 5)

Order Condition Rule Delete
1 Attachrnent File Info image-verdict == "suspect, inappropriate” i}
Order Action Rule Delete
1 Strip Attachment by File Info drop-attachments-where-irmage-verdict{"suspect, inappropriate”, "Campany i}

Prohibited Cantent.")

brnit
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6. Click Submit to apply the actions and commit changes.

Task - Edit Incoming Mail Policy (Estimated time to complete: 1 min)

With the required Content Filter in place, the final task is to create an incoming mail policy to implement the conditions specified in

the previous step and take the necessary actions.

1. From the workstation access the GUI and navigate to Mail Policy > Incoming Mail Policies and click within the Content

Filters box of the Default Policy.

Incoming Mail Policies

Find Policies

Ernail Address: I * Recipient
Sender

Add Policy...
Order | Policy Name | Anti-Spam Anti-Virus Advanced Malware Protection
Default Policy | IronPort Anti-Spam Sophos File Reputation

Positive: Quarantine Repaired: Deliver Unscannable: Deliver
Suspected: Quarantine | Encrypted: Deliver Malware File: Drop
Unscannable: Deliver | Pending Analysis: Quarantine
Wirus Positive: Drop Mailbox Auto Remediation: Disabled

Graymail

Graymail Detection
Marketing: Deliver
Social: Deliver
Bulk: Deliver

Content Filters Quthreak Filters | Delete

URL_Filter Retention Time:
FED_Spoof Wirus: 1 day
Macro_Detection | Other: 4 hours

Key:| Default H Custemn H Disabled

2. Place a checkmark against the content filter Image_Analysis created in the previous step to enable it.

Mail Policies: Content Filters

Content Filtering for: Default Policy

Enable Content Filters {Customize settings) ¥

Content Filters

Order | Filker Mame Description
1 URL_Filter Redirect URL's within ermail messages
2 FED_Spaoof Identified Spoofed Messages
3 Macro_Detection | Identify Messages with Macros
4 Block_GeoDB Lacation Based Filtering
5 Irage_Analysis Scanning message for prohibited content

Enable

Submit
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3. Click Submit to create the content Filter and verify the policy.

Incoming Mail Policies

Success — The Content Filker settings for the Default Policy were submitted.

Ernail Address: I L)

Recipient
Sender

Find Policies

Add Policy...
order | Policy Mame Anti-Spam Anti-Yirus advanced Malware Protection
Default Policy | IronPaort Anti-Spam Sophos File Reputation
Positive: Quarantine Repaired: Deliver Unscannable: Deliver
Suspected: Quarantine | Encrypted: Deliver Malware File: Drap

Unscannable: Deliver | Pending Analysis: Quarantine
Virus Positive: Drop Mailbox Auto Rermediation: Disabled

Graymail

Graymail Detection
Marketing: Deliver
Social: Deliver
Bullk: Deliver

Content Filters

URL_Filter
FED_Spoof
Macro_Detection
Image_Analysis

Quthreak Filters

Retention Time:
Wirus: 1 day
Other: 4 hours

Delete

Key: | Default |[ Custem |[ Disabled

4. Once complete, ensure the change is applied by clicking the Commit Changes button, adding optional comments if desired.

Task - Testing Image Analysis (Estimated time to complete: 5 min)

With the entire configuration in place, the Image Analysis feature can be tested by sending an email to Alan from external user

Adam with an inappropriate image attached to the message.

Initiate a CLI session

Prior to preparing the message, initiate a connection to the Cisco Email Security solution from the CLI in order to view, using the
tail command, the mail logs to see the message being processed and the actions being applied as it works its way through the

pipeline, repeat the same steps to initiate this from the previous scenario.
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From the workstation launch Microsoft Outlook and from Adams inbox, prepare a new message with the following parameters.

e To: alan@dcloud.cisco.com
e  Subject: Holiday Pictures

e Body: Hi Alan,

What do you think of my Holiday pictures?

Regards,

Attach: Image01.jpg - located on the desktop under the Images sub folder.

Haliday Pictures - Message (HTML)

Options Format Text 2 Tell me what wiol wwant to do
ola o o> pe— =l @% z‘ g -
D Cut Calibri Ju A A |EiE e' |.. &I :?,\E@ [I]J Y I Follows Up
Copy ) I' High Impartance
Paste B I U a¥. A-BEl== = 3= Address Check  Attach Attach Signature
- ¥ Farmat Painter - =T T T~ 7" Eook Mames Filer Iem~+ - & Low Importance
Cliphaoard P Basic Text P Marmes Include Tags P
Frorm = adam@dcloud-aut.cisco.com
=1
Tou, ‘alan@ddoud. cisco, com’
Send
Tl
Subiject Holiday Pictures
Irnagelljpg .
Attached : 132 KB
H Alan,
What dothink of my holiday pictures?
Regards,

2. Send the email - Force the synchronization process by clicking Send/Receive Folder or by pressing the F9 key.
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3. Switch back to the CLI and notice how the content filter handled the message, the attachment was assigned a score of 87

which falls under the category of Inappropriate

MMM MMM REEIR R R R RN

MR R NN = B NN

2

NI M R RO MR MR R R R R

2
2
2
1
2
2
2
2
2
2

Hon Oct 2
Hon Oct 2

11:88:48

2817
2817
2817
2817
2817
2817
2817
2817
2817

2017
2817
11:88:46 2817

23.23

11:88:46 2817
:88:46 2817
1@ 46 2817
:88:46 2817

11:88:46 2817

11:88:46 2817

11:008:48 2817
11:008:48 2817
11:808:48 2817
11:08:41 2817
11:08:41 2817
11:808:43 2817
11:008:46 2817
11:008:46 2817
11:808:46 2817
11:008:46 2817
217
2017
11:008:46

11:008:46 2817
11:008:46 2817
11:008:46 2817

23.23

11:008:46 2817
11:808:46 2817
11:008:46 2817
11:008:46 2817
11:808:46 2817
11:008:46 2817

nalld=32] Queuved mail for

11:88:46 2817
11:88:51 2617

HID 2798688 ICID 6488 From: <adamBdcloud-out.cisco.com>
MID 2798688 ICID 6488 RID 8 To: <alan@dcloud.cisco.com>
HID 279888 Hessage-ID *<{@BadB1d33b6554Fbbecde ASeF33694085Rdcloud-out .cisco.com> *
MID 279888 Subject 'Holiday Pictures’
HID 279808 ready 183198 bytes from <adam@dcloud-out.cisco.com>
MID 279888 attachment 'Image®1.jpg’
279808 IronPort Image Analysis: attachment 'ImageBi.j
MID 279888 matched all recipients for per-recipient policy DEFAULT in the inbound table
ICID 6488 close
MID 279888 interim verdict using engine: CASE spam negative
HMID 279808 using engine: CASE spam negative
MID 279888 interim AV verdict using Sophos CLEAN
MID 279888 antivirus negative
MID 279888 AMP file reputation verdict : UNKNOWN
MID 279888 using engine: GRAYMAIL negative
HMID 279888 rewritten to MID 279889 by drop-attachments-where-image-verdict filter ‘Image_fAnalysi

Message finished MID 279888 done
MID 279889 using engine: CASE using cached verdict
CASE cache status: hits = 3, misses = 24, expires = 8, adds = 24, seconds saved = 13.51, total s

HID 279889 Outbreak Filters: verdict negative

MID 279889 queued for delivery

Hew SHTP DCID 2588 interface 198.18.133.146 address 198.18.133.2 port 25
Delivery start DCID 2588 HMID 279889 to RID [6]

Hessage done DCID 2588 MID 279889 to RID [@]

: MID 279889 RID [@] Response '2._6.8 {@88ad@1d33b6554Fbbedc05eF3369405R8dcloud-out cisco.com> [Inter
nalld=32] Queued mail for delivery’

: MID 279888 antivirus negative

Info:
Info:
Info:

Info:
Info:
Info:
Info:
Info:
Info:

delivery"’

Info:
Info:

Hon Oct 2 11:85:18 2817 Info: SLBL: Database watcher updated from snapshot 26171882T1868589-s51bl.db.

MID 279888 Subject 'Holiday Pictures®

MID 279888 ready 183198 bytes from <{adam@dcloud-out.cisco.com>

HID 279888 attachment 'Image61.jpg’

MID 279888 IronPort Image Analysis: attachment 'Image®1.jpg’ score 87

MID 279888 matched all recipients for per-recipient policy DEFAULT in the inbound table
ICID 6488 close

MID 279888 interim verdict using engine: CASE spam negative

MID 279888 using engine: CASE spam negative

HID 279888 interim AV verdict using Sophos CLEAN

2798088 AMP file reputation verdict : UNKNOWN
279808 engine: GRAYH negative
279808 rewritten to MID 279809 by drop-attachments-where-image-verdict filter 'Image Analys]

Message finished MID 2798688 done
MID 279889 using engine: CASE using cached verdict
CASE cache status: hits = 3, misses = 24, expires = 0, adds = 24, seconds saved = 13.51, total

MID 279889 Outbreak Filters: verdict negative

HID 279889 queued for delivery

Mew SHMTP DCID 2588 interface 198.18.133.146 address 198.18.133.2 port 25

Delivery start DCID 2588 HID 279889 to RID [8]

Hessage done DCID 2588 WID 279889 to RID [8]

MID 279889 RID [@] Response '2.6.0 <@80adB1d33b6554fbbede@3eF33694085Edcloud-out .cisco.com> [Inte

Hessage finished HMID 279809 done
DCID 2588 close
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5. Navigate back to Alan’s inbox, the message is delivered, however the inappropriate content was removed and a replacement
inserted.

5 Reply fI:‘:(iReplyAll 24 Forwsard
ton 107272017 1101 Ak

AA  Adam Alpha <adam@dcloud-out.cisco.com >
Holiday Pictures

To  alan@dcloud, cisco,com
Untitled attachment 0...
154 bytes
Hi &lan,

What do think of my haliday pictures?

Regards,

6. Open the attachment to verify the message presented the end user.

== = | Untitled attachment 10182.bt - WordPad

B~ Horme Wiew

= Cut T <
D Y Courier Mewy 11 ~|[A A
Copy

Paste BIu#sz2¢§'é' |§|

-

-3z Q |'__/:" @ 34 Find

E{IicRepIace
Ficture Paint  Date and Insert

*  drawing time object | iCiSelectall

Clipboard Font Faragraph Insert Editing
-g---l---1---|---2---|---3---|---4---|---5
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