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Terraform Cloud (2 Part Series)

Deploy Azure Infrastructure using Terraform Cloud

2 Implementing Policy-as-Code to Terraform workflow usin...

Note: You can get the whole code from this repository: aniketkumarsinha/azure-terraform-

infrastructure

What is Terraform?
Terraform is an infrastructure as code tool that lets you define both cloud and on-prem resources in

human-readable configuration files that you can version, reuse, and share.

Terraform Flow

e First you have the terraform code.

e Then we have Terraform Plan phase. The terraform plan command creates an execution plan,
which lets you preview the changes that Terraform plans to make to your infrastructure.

e Terraform Apply phase executes the actions proposed in a Terraform plan.

e And everything gets deployed over the CSP, here Azure.
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What is Terraform Cloud?

Terraform Cloud is a managed service offering by HashiCorp that eliminates the need for
unnecessary tooling and documentation for practitioners, teams, and organizations to use Terraform

in production. It allows you to provision infrastructure in a remote environment that is optimized for
the Terraform workflow.
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g—, Terraform Cloud

In this blog, we will be creating Azure Infrastructure using Terraform and will be deploying it over to
Azure using Terraform Cloud.
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Infrastructure Code
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We are creating a VM and resources related to it.

1 # Configure Azure Provider

2 terraform {

3 required_providers {

4 azurerm = {

5 source = "hashicorp/azurerm"
6 version = ">= 3.59.0"

7 }

8 }

9 required_version = ">= 0.14.9"
10 }
11

12 provider "azurerm"

13 features {}

14

15 skip_provider_registration = "true"
16 }

17

18 variable "prefix" {

19 default = "terraform"

20}

21

22 resource "azurerm_resource_group"” "rg" {
23 name = "${var.prefix}-ResourceGroup"
24 location = "Central India"

25}

26

27 resource "azurerm_virtual_network" "vnet" {

28 name = "${var.prefix}-VNet"
29 address_space = ["10.0.0.0/16"]
30 location = azurerm_resource_group.rg.location
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resource_group_name = azurerm_resource_group.rg.name

resource "azurerm_subnet internal” {

name = "${var.prefix}-internal”
resource_group_name = azurerm_resource_group.rg.name
virtual_network_name = azurerm_virtual_network.vnet.name

address_prefixes = ["10.0.2.0/24"]

resource "azurerm_network_interface" "nic" {

name

"${var.prefix}-NIC"

location

azurerm_resource_group.rg.location

resource_group_name = azurerm_resource_group.rg.name

ip_configuration {

name = "tfconfigurationi”
subnet_id = azurerm_subnet.internal.id
private_ip_address_allocation = "Dynamic"
}
}
resource "azurerm_virtual_machine" "vm"
name = "${var.prefix}-vm"
location = azurerm_resource_group.rg.location
resource_group_name = azurerm_resource_group.rg.name

network_interface_ids = [azurerm_network_interface.nic.id]

"Standard_DS1_v2"

vm_size

storage_image_reference {

publisher = "Canonical"
offer = "UbuntuServer"
sku = "16.04-LTS"
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64 version = "latest"

65 }

66 storage_os_disk {

67 name = "myosdisk1"

68 caching = "ReadWrite"

69 create_option = "FromImage"

70 managed_disk_type = "Standard_LRS"
71 }

72 os_profile {

73 computer_name = "hostname”

74 admin_username = "tfadmin"

75 admin_password = "Password1234!"
76 }

77 os_profile_linux_config {

78 disable_password_authentication = false
79 }

80 tags = {

81 environment = "staging"

82 }

83 1}

main.tf hosted with @ by GitHub

Setting up Terraform Cloud

1. Create Terraform Cloud Account - Terraform Cloud

2. Create a Project in Terraform Cloud:
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Projects & workspaces
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Create a workspace
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e Choose Version control workflow

[Fh aniketkumarsinha

Deploy Azure Infrastructure using Terraform Cloud - DEV Community

Create a new Workspace

o Choose Type

Choose your workflow

1 wersion contred workflow

CLI-driven warkflow

T, API-driven workflow

1

e Connect to a version control provider
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anietkumanin ha Projects B workspaces

Create a new Workspace

G

Choose Type o Connect to VCS

M HashiCorp Cloud Platform

Connect to a version control provider

D GitHub

[Bh aniketkumarsinha = FHJ

e Choose your Azure Infrastructure repository from your repository list. You can check the
advance settings if you want to configure the workflow.
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[Fb aniketkumarsinha

e Tap on Create Workspace button to create your workspace in terraform cloud Or Start new

Deploy Azure Infrastructure using Terraform Cloud - DEV Community

aniiketkurnariinha Prijects B warkspaces

Create a new Workspace

Choose Type Connect to VCS Choose a repository o Configure settings

Configure settings
Workspace Name

azure-terraform-infrastructure

Project

" arure-terraform -infrastructure

Description

Create workspace Cancel

run from workspace overview page.

4. You can directly start your plan phase.
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aniketkurmariinha Prejects & warkspaces

WOrkSPace created! G0 to workspace overview

B3 Projects & workspaces

Workspace
ER Registry

Mext step: Configure Terraform variables

i Usage

Mo variables found

H HashiComp

Start your first plan

After you configure any required input variables, start your first plan

[Bb aniketkumarsinha

]

5. You can verify in your projects page that your workspace has been created.
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anietkumarsinha Projects & workips

Projects & workspaces m

B9 Projects & workspaces Workspaces in B azure-terraform-infrastructure o
[ Re
0 [ o 0 = o o o Tags v F Sratus v

i Usage
{ Waorkspace Mame | Run Status Repo Latest Change

azure-terraform-infrastructure aniketkumarsinhadazure 4 minutes ago
) HashiCorp Cloud Platform L

1

[ aniketkumarsinha 5 Fr!.l

6. Open your workspace to start new run.
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M aniketkumarsinha

azure-terraform-infrastructure
._ h =

©@ Configuration uploaded successfully
Next step: configure variables

Configure variables
Not configuring variables?

Start new plan

README.md

7. Choose your run type and start run.
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Metrics

Run triggers

Contributors (1
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Start a new run

Reason for starting run

Mew Run

Choose run type

Plan and apply (standard)

8. Ouch!! Errors!! We are getting error in provider phase. The reason behind this is that we have
authorized our infrastructure to connect and write over our Azure. We will be creating an App
provide all the necessary details to our infrastructure.
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a Plan errored a few seconds ago -

Started a few seconds ago Errored a few seconds ago
() No changes Your infrastructure matches the configuration

Terraform 1.4.6 D Download raw log

“ Diagnostics

e Error: unable to build authorizer for Resource Manager API: could not configure AzureCli Authorizer: could not parse
Azure CLI version: launching Azure CLI: exec: "az": executable file not found in $PATH
with provider([*registry.terraform.io/hashicorp/azurerm®)
on main.tf line 12, in provider "azurerm";

provider "azurerm” {

Authorizing Terraform Infrastructure to write over Azure

e We are creating an App over Azure to authorize using Client Id, Client Secret and Tenant Id. So in
your Azure Portal move into Azure Active Directory, and open App registrations from left pane,

And add a new registration.
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i Student Ambassadors | App registrations =

Mesw registration Endpoints Troubleshooting Refresh Dovwnload Praview features Gol feedback?

Manage
2 LUsers 1 Starting June 30th, 2000 we will no longer add amy new features to Asure Active Directony Authertication Library (ADAL) and Azure AD Graph. We will confinue

cal supgon hess bt weer will P homsger provide feature updates, Applications will meed to be upgraded 1o Micosoft

Gy tion Library (MSAL) ferosoft Graph

External [dentities

Railes and administratore Al applications Owmed applications Deleted applications

Adrrunsirative units T bdd filters

Dedegated adrmin partrmers
Enterprise applications 2 apphcations found

Devices Display name 1 Application (client) ID Createdon T Certificates & secrats
i

. . cBacT G-de6T-aSab-b7367 T 20 i
Apgs registrations A OcBac 701 -bS5dE-4e6T-a5ab-b7 367 INT 022 | Expared

Identity Gowernance fdb3bf05-7771-4994-Aadb-1e027_..  5/18/3023 & Current

Application progy

Add your App details and register.

Register an application

Name
The user-facing display name for this application (this can be changed later)

arure-Ler '-dr".l' m

Supported account types

Who can use this application or acoess this API?
Accoumts in this arganizational directory only (Student Ambassadors only - Single tenant]
Accounts in any organizational directory (Any Azure AD directory - Multitenant]
Acoowunts in any onganizational directory (Any Arure AD dwectory - Multitenant) and personal Microsoft accounts (eq. Skype, Xibox)

Personal Microsoft accounts only
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e So we have finally created our app.

% azure-terraform

Delete Endpaints Preview features

Essentials

B2 50de- 649461 b-bbet-d55bd3a3e 564

3ba559b1-Alc8-46(2-81 54-9del9ae24Tad

¥ Cortifi i B4cTcal-ac3b-deae-ad11-519dB02 33061
1 Token configuration

AP| permessions

I Welcome to the new and Inproved App regstrations. Looking to learn haw it's changed from App registrations (Legacy)

& Owners

& FRoles and adrmanstratons

e To connect our Infrastructure we need 4 details
= Client Id
= Client Secret
= TenantId
= Subscription |Id We would be getting this one by one.
® Application (client) ID is Client Id. pirectory (tenant) ID is Tenant Id.
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azure-terraform

Endpoints Preview features

w Ovendew
Essentials
& CQuickstart

& Integration assistant

Marage Badf250de-9649-461b-bEeb-d55bf3a3es6d
W Branding & properties
3baS59b1-flc8-462-8154-9de20ae24 7T ad

Autheritication

Certificates B secrets Bac31cal-ac3b-deae-ad11-5104802 3 3e6f
Token confguration

AP permissmons

Expose an AP

App roles
LTI v will i | P K = e ary (ALWAL) ancd A AD Graph, We will
Crwmiers { o hinical s ; ] o bonger proside f plicatiors will need to be upgraded to
Aurthentication Libr )
Roles and administrators

% azure-terraform | Certificates & secrets =

Got feedback?

w Cvernew . Lredentials enable conhdental applications to identty themseives to the authentication serace when recening toloens at a web addressabie locabon |using

o - an HTTPS schems). For a higher level of assurance, we recommend using a certificate (instead of a dlient secret) as a credential
& CQuickstar

F |'l'.l:\'=1ldtil.llld}blb'|dl'-'|.

— nd federated credentials can be found in the tabs below.
@ Branding & properties

. Certificates () Client secrets (0] Federated credentialks (0)
Authanbcation

Ty — A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

Token configuration
Mew chent secret

AF permissions

Description Expires

Expose an AP

Mo client secrets have been created for this application
App roles

Orwriers

Roles and administratons
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= Add description and expiry of this secret which you're creating.
= Copy this value under Value column, and save it somewhere as we wouldn't be able to
access this later. This is our Client secret.

¢ azu re-terraform | Certificates 8¢ secrets

Gat fesdback?

Lresen dentily themsehves (o the authenticat at a web addressable Iocaton (using
an HTTI ce, wa recommend using a certificate edentia

F Integratson assistant

M.anagt_-

B Granding & propertes

Certificates (1) Client secrets (1)  Federated credentials (3)
A secret string that the application wses to prove its identity when requesting a token. Alss can be referred to as application password.
Mew chent secret
Description Expiras Valua Sacret I

azure-terraform 992023 oY z8C -~ MWPPEADBZ_PEIHeoNkK 241c3bab-b269-473e-biba-Ga 1832 .

& Roles and administrators

e Search Subscription from search box and open your subscription. Copy your subscription id.
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% Visual Studio Enterprise Subscription

Cancel subscription Rename Change directory Transfer billing cwnership Feedback

Essentials

dBeeedet-1047-4bi5-B8df-0037 7123 5ded

Student Ambas<adors [stdntpartners. onmecresoft.com) Loading.

® D agnose and sohe problems

Account admin INR
Seounty f

MEDN
Events
Cost Management
B4c3 1 cal-ac3b-4eae-ad11-319dB0233e6(
Latest billed amount

Invoices owver time Shortouts
Advisor recommendations

So now we have all the required values.
e Let's add these values in our Infrastructure.

= |n the provider block add all four details. We would be saving the values in Terraform Cloud
variables for security purpose.
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e Add variables in Variables page.

[fb aniketkumarsinha

= |n Key add the words with var, i.e,, var. key, and in value add required Ids' and Secret.

https://dev.to/this-is-learning/deploy-azure-infrastructure-using-terraform-cloud-3j9d
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azure-terraform-infrastructure

Variables

LA
nment

=

*.auto.tfvars

Sensitive variables
tree 0

Woaorkspace variables (0)

el

There are no variables added

Variable sets (0)

ets 2

Mo variable sets have been applied to this workspace.

Apply variable set

eV

W

Actions
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Key Value
client_id Bdf250de-96d9-461b-beeb-d55bf3a3esad
client_secret Sensitive - write only

SEMSITIVE
subscription_id déceedch-1c47-4bf5-88df-00377f235dcd
tenant_id B4c31cal-ac3b-4eae-ad11-519d80233e6f

Let's rerun the workflow!

Ohhhhh!!!l ERROR AGAIN!!!!

https://dev.to/this-is-learning/deploy-azure-infrastructure-using-terraform-cloud-3j9d

Category

terrafarm

terraform

terraform

terrafarm
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azure-terraform-infrastructure

Triggered via Ul X bt

‘ Apply will not run

(]

But we are still left with some more code :P
We need to add variables.tf file mentioning about these variables.

1 variable "client_id" {
2 type = string

3}
4
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5 variable "client_secret" {
6 type = string

7}

8

9 variable "subscription_id" {
10 type = string

1}

12

13 variable "tenant_id" {

14 type = string
15}
variables.tf hosted with @ by GitHub view raw

And now finally we can get the results from Plan and Apply phase. Let's rerun the pipeline.

e Wohooo!! Our Plan phase ran successfully:
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b aniketkumarsinha

etkumarsinha | Projects & workipaces | agure-terralarm-infastacture [ Riss

azure-terraform-infrastructure

B

Run Workflow

44
naketh h
@ Plan finished
° Cost estimation finished 3 minutes ago
Apply pending
7 Please review the following changes before cantinuing:
+5
Cho
[ Diseard Run Add Comment
i

Actions ~

S60.48, +360.48

e Expand Plan phase to check what resources are getting created. And if every configuration is fine

then tap on confirm & Apply button at the end of phase. So by default the Apply phase does not
run automatically, we need manual approval, this is to make sure that someone checks the Plan
output and verifies everything and then accordingly approve for Apply or reject.
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o Plan finished 5 minutes ago Resources: § to add, 0 to change, 0 to destroy
Started 5 minutes ago Finished 5 minutes ago

= Filter by action v Terraform 1.4.6 D Download raw log
b A\ azurerm_network_interface.nic

#\  azurerm_resource_group.rg
I\ azurerm subnet.internal

M\ azurerm_virtual_machine.vm

+ + + + +

A\ azurerm virtual_network.vnet

¥, Download Sentinel mocks () sentinel mocks can be used for testing your Sentinel policies

e Erroragain O
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B
o warkspace description available. Add warkspace description
c Act
Run Workflow @ cunnenr X Erormd
rs
| P S
| @ Cost estimation finished & minutes ag tof2 S60.48/ma - <5604

@ Apply errored s faw s ag A

P .

fr‘J

e |t seems our Azure app don't have permission to add anything. Let's provide the contributor role

to our app.
= Under Subscription, got to Access Control (IAM) and Add a role there.
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Visual Studio Enterprise Subscription | Access control (IAM)

Add Diownload role assignments

Chversiew
Check access  Role assignments Roles  Deny assignments Classic admimistrators

Activity log
My access

Wiew my level of access to this resource.

Access control (laM)
Tags

Diagnose and solve problems

Check access

Securnty
Rieview the level of access a user, group, senvice prindpal, or managed identity has to this resource.

Events

Cost Management
%, Cost analysis
Grant access to this resource View access to this resource
B Cost alerts

Grant aooess to resources h‘\- a;gigning arole View the role ag&ignmemg that grant access

Budgets
to this and other resowrces

& Advisor recommendations

= Add a contributor role under Privileged administrator roles.

Add role assignment

A role definition is a collechon of permissions. You can use the built-in roles or you can create your own custom roles

Assignmant type
Job function roles Privileged administrator roles
Grant privileged administrator access, such as the ability to assign roles to other users

I Can a job hunction role with less acoess be wsed nstead?

coniributor Type : All Category © Al
MNama T Dascription T, Type T

Contributor Grants full access to manage all resources, but does not allow you to assign rolesin .. BuiltinRiole

of 1

= Under Members tab, select our app as member.
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Select members
Add role assignment

Selact

anire-terraform

Mo users, groups, of senvice principals found
User, group, or service principal

Managed sentity

Mame Object ID
Sedected members
Mo members selected

arure-termaformm

= And then tap on Review+Assign. So now our App has contributor role and can make

changes over Azure subscription.

Add role assignment

Contrbytor

I Can a job function role with less access be used instead ?
Jaubscriptions/diceadct- 1047 -4bf5-884f-003T TF235dcd

Marme Object 1D

azure-terraform acbaladb-c331-4424-bodd-496810e97126

Mo description
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e Rerun the pipeline. And wollaahh!! Everything ran successfully!

Q Plan finished 2 minutes ago

Q Cost estimation finished 2 minutes ago

o Apply finished afew seconds ago

Let's confirm over our Azure Portal too.
Yes we can see all our resources present under our subscription.
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@ terraform-ResourceGroup

Create Manage view . DhlEte resource group Refresh Expart to C5V Oysir query

Essentials
Resources Recommendations

Type equals all = Location equals all x T add filter
Showing 1 to 4 af 4 reconds. Show hidden types i ing . == List view
Name T Type T. Loncation 1T

Disk Central India

Matwork Interface Central India
W Security

Virtual machine Central india
Policies

Virtual nirtworlk Central India
1 Properties

SISO

Damn!!!l We learnt so many things today. We first created the Terraform Infrastructure, setup our
Terraform Cloud profile and then used it to deploy resources over Azure too. Now you can say

you're a pro in Terraform and Terraform Cloud.

Let me provide you a bonus happiness. So the project which we configured over Terraform Cloud,
automatically runs the workflow any branch is merged to the main branch or any new pushes are
done to main branch.

You can get the whole Infrastructure as Code from this repository:

() aniketkumarsinha / azure-terraform-infrastructure

Deploy Azure Infrastructure using Terraform Cloud
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Deploy Azure Infrastructure using Terraform Cloud

View on GitHub

Share if your like the blog and follow for more!!

Aniket Kumar Sinha rollow

Cloud Consultant at Rapid Circle | Gold Microsoft Learn Student Ambassador | GDSC Lead'21

Terraform Cloud (2 Part Series)
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2 Implementing Policy-as-Code to Terraform workflow usin...

Top comments (0)

Code of Conduct Report abuse

DEV Community

Trending in DevOps

1. The DevOps community is exploring Docker's new docker-compose watch for a smoother dev
experience and discussing the benefits of SSH for secure operations.

2. Recent talks in DevOps center on canary deployments and feature flags for safer production
testing, alongside the utility of Kubernetes tools.

3. DevOps pros are interested in Docker Extensions to enhance development workflows and the
simplification of Kubernetes setups with essential tools.

4. There's a focus on Docker's watch feature for hot-reloading and the integration of SSH in
everyday development practices among DevOps enthusiasts.
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5. Conversations in DevOps are delving into the ease of testing in production with canary
deployments and the efficiency gains from new Docker Extensions.

_3. Say Goodbye to Docker Volumes

Jonas Scholz - Nov 27
#docker #webdev #tutorial #devops

-3 Explaining SSH to my Uber Driver

3 Jessica Wang - Nov 27
#ssh #softwareengineering #webdev #devops

l% . 5 Must have tools to install on your Kubernetes
cluster

Eden Federman for Odigos *+ Nov 27
#webdev #programming #devops #opensource

Testing in Production with Canary Deployments: A
How-To Guide

Pradumna Saraf - Nov 29
#opensource #devops #development #programming
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5 Docker Extensions to make your development
life easier

Pradumna Saraf + Nov 27
#docker #development #programming #devops

TiL . . .
This is Learning
Free, open and honest software education.

Read our welcome letter which is an open invitation for you to join.

Join us as a writer

More from This is Learning

The Most Upvoted Visual Studio Code Feature

vscode #microsoft #github #productivity

Set up GitHub Codespaces for a .NET 8 application
dotnet #github #productivity #docker

GitHub Codespaces: A Faster Way to Develop in the Cloud
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#github #docker #productivity #webdev

DEV Community

Life is too short to browse without dark mode

You can customize your theme, font, and more when you are signed in.

https://dev.to/this-is-learning/deploy-azure-infrastructure-using-terraform-cloud-3j9d 36/36


https://dev.to/this-is-learning/github-codespaces-a-faster-way-to-develop-in-the-cloud-2ml4
https://dev.to/settings/customization
https://dev.to/enter?state=new-user

