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OWASP Top 10 - 2013

A1 - Injection

OWASP Top 10 - 2017

A1:2017-Injection

A2 - Broken Authentication and Session Management A2:2017-Broken Authentication

A3 - Cross-Site Scripting (XSS) A3:2017-Sensitive Data Exposure

A4 — Insecure Direct Object References [Merged+AT7] A4:2017-XML External Entities (XXE) [NEW]

A5 - Security Misconfiguration A5:2017-Broken Access Control [Merged]

A6 - Sensitive Data Exposure A6:2017-Security Misconfiguration

A7 - Missing Function Level Access Contr [Merged+A4] A7:2017-Cross-Site Scripting (XSS)

A8 - Cross-Site Request Forgery (CSRF) AB:2017-Insecure Deserialization [NEW, Community]

A9 - Using Components with Known Vulnerabilities A9:2017-Using Components with Known Vuinerabilities

@wﬁcuzczwdv‘w‘

A10 - Unvalidated Redirects and Forwards A10:2017-Insufficient Logging&Monitoring [NEW.Comm.]




= applicationGateway1 - Web application firewall

Search (Ctri+/) H Save X Discard

Firewall status

i UEnsbled| Disabled
™ ylog Firewall mode
ey
st Access control (IAM) Detection
Rule set
Tags
OWASP 2.29 =

K Diagnose and solve problems
v | Advanced rule configuration ®

SETTINGS = '
Search rules

&+ Configuration

ENABLE. NAME DESCRIPTION
® Web applic Freval v » crs_20_protocol_violations
®
Sackend pooks v ¥ crs_21_protocol_anomakies
HTTP
SRR v 960006 Empty User Agent Header
p {
I Frontend IP configurations v 9 7 Empty Host Header
EROE v 960008 Request Missing a Host Header
Rules
v 960009 Request Missing a User Agent Header
Health
; s v 960015 Request Missing an Accept Header
I Properties v 960017 Host header is a2 numeric IP address
8 Llocks
v 960021 Request Has an Empty Accept Header
B Automation script : :
v 960904 Request Containing Content, but Missing Content-Type header
MONITORING v P crs_23_request_limits
111 Metrics v P crs_30_http_policy
B Alert rules v » crs_35_bad_robots
Diagnostics logs v P crs_40_generic_attacks

Backend health v P crs_41_sql_imection_attacks




External Configuration Store Pattern

@ 2. Get secret (token) ( ’

7
7’
7
1. Get accek : ,7 Trust
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Azure Key Rotation

Erzeuge neuen Key

a{} Ubertrage Key
_

Key Vault Secret
updaten

Mitteilung von ASB

U Key durch Key Vault
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senden/empfangen
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Simple Self-service Single
B Windows Server connection sign on
Active Directory

D D E Username
ﬁ‘ Other Directories
L1t R 1181

On-premises Microsoft Azure Cloud

Active Directory




Browser AAD

1. Navigate to the website

2. Please authenticate at the AAD login page

’—

3. Get AAD login page

4. User authenticates

5. Send security token to the website

6. Website sets cookie to maintain session




Your account
Security alert

We think someone else may have accessed the account V-KAULF@microsoft.com. We require you to verify you're identity with a security challenge and then change your password before
you sign in again.

If someone else has access to your account, they have your password and might be trying to access your personal information or send junk email.

If you have not already recovered your account, we can help you do it now.

Recover account

Learn how to make your account more secure.

Thanks,
The security team



An Erin Oliver

Betreff: Konto gesperrt

B Microsoft

¥ Guten Tag!

Unser System hat ungewdhnliche Vorgange bei lhrem Konto festgestellt. [ Wir haben
Ihr Konto vorlibergehend gesperrt. Melden Sie sich bitte (ber nachfolgenden Link an,
um lhre Kentodetails zu verifizieren und lhr Konto zu reaktivieren. @ Wenn Sie dies

nicht innerhalb der nachsten 4 Stunden erledigen, wird |hr Konto dauerhaft
deaktiviert.

M http://login.microsoft.com

Vielen Dank

Microsoft-Supportteam
(800) ed2-7676
support@microsoft.com

© 2016 Microsoft. Alle Rechte varbehalten.




What is an External User?

'] 2 .
An external user is someone outside of your

organization who can access your SharePoint Online
sites and documents but does not have a license for
your SharePoint Online or Microsoft Office 365
subscription. External users are not employees,
contractors, or onsite agents for you or your affiliates.”

Microsoft



What can an External User Do?

External
Users can...

Use Office Online for viewing and editing
documents.

Perform tasks on a site consistent with the
permission level that they are assigned.

See other types of content on sites like site
news feeds.



What can’t an External User Do?

External
Users can't

Create their own personal sites.

Be an Administrator of a Site Collection
See Company-wide newsfeed

Add Storage to Tenant Storage Pool
Access Search Center

Access Site Mailboxes

Access PowerBl features

Use eDiscovery

Open IRM protected documents



Making hybrid identity simple

Azure Active Directory Connect

X Azure AD Connect Consolidated deployment

J assistant for your identity
bridge components.

DirSync

<

Azure AD Sync [ Sync Services}
4

FIM + Azure ]

AD Connector ADFS

o)




Azure Active Directory

Independent cloud identity

Azure Active Directory

Single identity, enabling a
same sign-on experience with
password hash sync

Azure Active Directory

|

Single federated identity,
enabling single sign-on in
some scenarios and
additional flexibility



Identity claim }

Other claims }

Commaon vakues:
<= ilring
+m FeR2T nams
—_————
Claim Value
Claim Type
Type
- <
Common e
# = user logon name
» & BTy
5 = g-mail address
| = ety provider
= Rk
+ = Group SI0
% w Farm 1D
F = narrse iderlifier

Claim Value

Name of original issuer

Claim Value

f

.

m = ASP NET Membership provider
r = ASP,NET Role provider
t = Trusted 5T5
¢ = Claim Provider
[ = forms AuthN

w = Windows
5 = Local 5T

& Wictor Wilén 2012
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Product Deactivated
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Office 365 Admin

Office 365 admin center « Redmand & Assacates (Ed3)

Search users, ademin tasks s O - Tap or click here to go to the new admin center.

DASHBEOARD
SETUP : admin shortouts
: 'Y Waich the video to get started quickly
p USERS Reset user passaords
Akl new users
CONPANTY PROFILE
g ‘ Asegn user licerses
ArUCER OVariiaw
i 59 VICE OVETVICW Downioad software
CONTALTS
SHARED MAJLBCKES Service health

2 issues
MEETING ROOMS '

Current health Cffice 365 Admin cn mek:
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Customer Lockbox requests Exchange Resturing seevice W ‘ b -
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| identity Service No msues
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NGO 0pen S8rvice requests
p EXTERNAL SHARING
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P SERVICE SETTINGS Mall protection
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p SURFCRT
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™)

Karsten Ulferts » Add Apps »

You just got this app for everyone

In your organization.
CollaboGraph by Puzzlepart

] Add this app to Karsten Ulferts

You can add this app later on any site you can manage, or return to the SharePoint Store to get
more apps.

Return to site

D1 dleballomnqmsm.lordanvou rank #1 of 14 wit
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Getting Started with Windows Azure

0 Install the Windows Azure Tools

Get Windows Azure Tools for Visual Studio and other downloads to start building and debugging applications f
Windows Azure. »

Q Create your first Windows Azure local application
Learn how to create a simple ASP.NET application in Visual Studio for Windows Azure. >

ﬂ Deploy and run your Windows Azure application
Learn how to deploy and run your sample application in Windows Azure. >



Microsoft Azure CREDIT STATUS

ALLITEMS all items
MAME TYPE STATUS SUBSCRIPTIOM LOCATION fol
languegeprograming =2 Web app &/ Running BizSpark East US
tutorials-code Web app &' Ru nning BizSpark East US
portalvhdsvBovsmwbe00bT Storage Account &' Online BizSpark West Eurcpe
laerti Cloud service B stopped BizSpark West Eurcpe
viora Cloud service B stopped BizSpark West Eurcpe
laerti Wirtual machine B sStopped (D..  BizSpark West Eurcpe
viora Virtual machine B Stopped (D..  BizSpark West Eurcpe
Default Directory Directory o Active Shared by all Default Dir...  Europe, United States

= ) il x -

BROWSE 5TOR RESTART MANAGE DOMAINS DELETE 'WEBMATRIX




https://storagesample.blob.core.windows.net/sample-container/sampleBlob bt ?sw=2015-07-08&sr=b&sig=39Up9zHkxh UIh FEJEH9594D Ixe TwEcIRCgOVEICGS0%3 D&se=2016-10-18T2 1% 3A51%3A3 77 &sp=rcw

Storage Resource URI




BHlEdS & = |

Design Advanced

e
==y o= Paste Append

|_—L| ;.-;, Paste Replace
Paste _ From
ER Copy Database* Service =

Clipboard

5 e 3

From Data From Other
Sources

Get External Data

[ServiceSubRe.. - |West Europe

m EnrollmentNbr B3| AccountOwnerld

. 75336048 helpdesk@contoso...
| 295.. 75336048 helpdesk@contoso...
. 295... 75330048 helpdesk@contoso...
|| 295... 75336048 helpdesk@contoso...
. 295... 75336048 helpdesk@contoso...
| 295.. 75336048 helpdesk@contoso...
. 295... 75330048 helpdesk@contoso...
|| 295... 75336048 helpdesk@contoso...
. 295... 75336048 helpdesk@contoso...
| 295.. 75336048 helpdesk@contoso...

i - Data Type : Text =
= EE" IJ Format : Text =
Existing Refresh  PivotTable
Connections = = $- %
PivotTable Formatting
PivotChart
Y WA Chart and Table [Horizontal)
4 Chart and Table (Vertical) contoso.se
@ad Two Charts Horizontal) tontoso.se
4 Two Charts (Vertical) contoso.se
.LH:{ Four Charts contoso.se
ill Flattened PivotTable contoso.se
Contoso Infraste.. helpdesk@contoso.se
Contoso Infrastr... helpdesk@contoso.se
Contoso Infrastr.. helpdesk@contoso.se
Contoso Infrastr.. helpdesk@contoso.se
Contoso Infrastr... helpdesk@contoso.se

2| sortAtoz
Zlsotzto A

an A

8 4 Clear All 5otk
.00 4.0 |z Clear ot Figers Columi

Sort and Filter

3981393404
3981398404
3981393404
3981393404
3981393404
3981398404
3981393404
3981393404
3981393404
3981398404

subscriptionid 3

{2BF63D3D0
12BF63D30D
{2BF63D3D
12BF63D3D
{2BF63D3D0
12BF63D30D
{2BF63D3D
12BF63D3D
{2BF63D3D0
12BF63D30D



Datenschutz: Wie DSGVO-konform ist die Azure-Cloud von T-Systems?

Glauben statt wissen

Lukas Grunwald
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Failover

- \J . g .
@ Settings # Customize 6 Test failover &/ Cea test failove **+ More Failover direction
Essentials A &) Planned failover From @
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Start groups Scripts 3 Reverse Replicate l Ty e ]
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Recovery Point
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@ Startseite @Mitteilungen £ Nachrichten L 4 #Lufthansa Q ‘@

’ R.A.W. @Phototender - 6. Okt. v
3 | @Airport_FRA ihr wollt mich echt verpiepeiern... da nehme ich schon absichtlich

einen friheren Flug und dann kriegt ihr es zum 5. Mal in den letzten 4 Wochen
nicht gebacken @ ich freue mich schon bald nur noch iiber @ MUC_Airport zu
fliegen. What a joke “* #ftl #lufthansa #fml

von- e Qs
from - wo

Tallinn sackausgabe wird sich verzog

Passagiere mit LH Express Rail oder LH Bpress Bus Anschkss:
Gepadausgabe im ARad Termnal (Richtung Fembahnhof)
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My flows Templates Services Leamnw

~ Update flow X Close

When a new item is created

.
l Show all activity

Get manager

Conditicn

Send approval emai

Edit in advanced mode Cellapse conditicn

FYES FMNO
n Send an email ree u Send an email 2 e
To To
u Created By Email = b4
Subject Subject
Approved Rejected
Body Body
Vacation Approved Vacation rejected
nced options options "
H Update item S Delete item 20c
L Add an ac ‘ot Mors T Add an act “ =+ More
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OVOnSGt 70-740.examcollection.premium.exam.213q - Exam A - VCE Player

Mark Question (1) of 213 (Exam A, Q12)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a uni lution that might meet the

9

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a server named Server! that runs Windows Server 2016

Sesver1 hosts a ine-of-business application named App1. App1 has a memory leak that occasionally causes the application to consume an excessive amount of memory
You need to log an event in the Apphication event log whenever App1 consumes more than 4 GB of memaory

Solution: You create a system configuration information data collector

Does this meet the goal?

A Yes
B. No

Next A

Save Session End Exam




| Mark

Time Remaining: 1:56:33

ltem 3 of 15 (Exam B, Q3) Hide Answer | | Calculator |

] A
¥ B.
[]C.
[]D
[]E
[ F.
1] G.

You use Microsoft Visual C# MNET to create a Windows-based application. The application includes a form named OrderForm for entering order
information. You place controls on the form so it does not support resizing.

You must ensure that users cannot resize, minimize, or maximize OrderForm. Which three actions should you take? (Each answer presents a
part of the solution. Choose three.)

Set OrderForm.MinimizeBox to False.

Set OrderForm.Maximize to False.

Set OrderForm.ControlBox to False.

Set OrderForm.ImeMode to Disabled.

Set OrderForm.Window State to Maximized.

Set OrderForm.FormBorder5tyle to Fixed Single.

Set OrderForm.ResizeBox to False.

GET INTO PC

Answer: ABF
Section: Developing Windows-based Applications with Microsoft Visual C# MNET

For two requirements presented in this scenario, the form class has the corresponding properties. To disable the window maximization you should
set the Maximize property to False, to disable the window minimization you should set the MinimizeBox property to False. To perform the third
requirement (to disable the form resizing), just set the FormBorderStyle property to Fixed Single.

Reference:

Microsoft Visual Studio NET Documentation, "Visual Basic and Visual C# Concepts”, "Changing the Borders of Windows Forms”.

Library”, "Form_MinimizeBox FProperty [C#]".

Library”, "Form.MaximizeBox Property [C#]".

100% - B

Pause ] [ Save Session ] [ End Exam




[Z] standard Exam Sample - Custom Exam - Visual CertFxam Manager E@
[T Mark Time Remaining: 1:58:23

ltem 1 of 15 (Exam A, Q1) Show Answer ] [Exhihit] [ Calculator ]

You are a database developer for an online bookstore. You are creating a Microsoft SQL Server 2000 database that will store information about
books, orders and customers. Each customer can place several orders and each order can contain a number of books. You create four tables:
Customers, Orders, OrderDetails and Books. Their descriptions are shown in the following table:

Table Description

Customers Information about custormers
Orders Customer's orders
Orderltems Ordered books

Books Information about books

The database diagram is shown in the exhibit. Click the Exhibit button.

You need to calculate the cost of the certain order. Which script should you use? (Select the best choice.)

7y A. SELECT CrderCost FRCM CrderDetails AS od
ITHMEER JOIN Books A5 b ON b.BookID = od.BookID
GROUP BY S5UM(b.Price) AS OrderCost

@ B. SELECT SUM(b.Price * b.Quantity) FRCHM CrderDetails A5 od
INNER JOIN Books AS b ON b.BookID = od.BookID
WHERE od.OrderID = 1003

7 C. SELECT 5UM(b.Price) FRCOM CrderDetails AS od
ITHHNER JOIN Books A5 b ON b.BookID = od.BookID
HAVING od.CrderID = 1003

" 0. SELECT b.Price FROM OrderDetails A5 od
INHER JCOIN Books 45 b ON b.BookID = od.BookID
WHERE (od.OrderID = 1003} and (SUM(b.Price)>0)

Select the best choice. 100% D

Previous MNext ] [ Review All - Pause ] [ Save Session ] [ End Exam
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x¢ SQLQuery3.ql - HP-SPLIT.VisualBasic (HP-SPLIT\admin (55)) - Microsoft SQL Server Management Studio

File Edit View Query Project Debug Tools Window Help
o - F B -2 HP BNwauey ERQRAD XD A - -
¥ | VisualBasic « | P Execute Debug v ' Te B P SR =2 3|,

Object Explorer

L, """" Script for SelectTopNRows command from SSMS

Connect~ ¥ ¥ i
onne L S ) v ~ISELECT TOP (1000) [ResidentId]

= @ HP-SPLIT (SQL Server 12.0.4100.1 - HP-SPLIT\admin)
= Databases
¥ System Databases
7 Database Snapshots
5 @ VisualBasic
¥l Database Diagrams
Tables
+ System Tables
¥ FileTables
7 R dbo.Resident
Views

, [FirstName]
, [LastName]

FROM [VisualBasic].[dbo].[Resident]

Synonyms
Programmability
Service Broker
Storage

, Security
Security FirstName  LastName

Server Objects 37 37 Leigh Brandt
Replication 33 38 Hoyt Lash
AlwaysOn High Availability 3 39 Algjandro  Hagen
Management 40 40 Wilbur Shank
Michel Hemann
Keenan Emmons
43 43 Jeannine  Hager
4 4 Emestine Eng

45 45 Tami Quintero
46 46 Morehead
1

100% ~

ER Results | g Messages
Residertld

Address

2780 Buttonwood Pkwy, 6th Floor
764 Hidden Famview Ln,

302 SW Edgewood (&, 42th Fifar
906 South Highland Q@, Sth Floor
3043 Quailwood Dr,

802 NW Riverview Dr,

1660 Rock Hill Court, 8th FL
3518 Hunting Hill Bivd, 8%th Floor
1756 E Riverview Way,

@ Integration Services Catalogs 41 41
23 SQL Server Agent (Agent XPs disabled) 42 42

Lonnie

@ Query executed successfully.

3439 Riverside Way, MidAmencan ...

Cay

Closter

San Francis...

Cresskill
Santa Paula
Grand Junc
Brorxville
Winchester
South Hil
Maryville
Covington

HP-SPLIT (12.0SP1)  HP-SPLIT\admin (55)

DateEntered

1570-01-01 23:2
1970-01-01 175
1970-01-01 00:0
1976-01-02 05:2
1970-01-01 00:0
1591-05-16 071
2010-04-15 08:2
1970-01-01 00:0
1970-01-01 00:0

ZpCode
89381
14529
55853
39553
80308
52062
81627
07553
06168
63277

3

VisualBasic  00:00:00 1000 rows

1970-01-01 00:0

Properties
Current connection parameters

okl 26 | #

El Aggregate Status

onnection failure

& Connection
Connection name HP-SPLIT (HP-SPLIT\ac
E Connection Details
Connection elapse: 00:00
sction encryp Not encrypted

vection finish t 5/6/2

The name of the connection.




Azure host
receives traffic

Load outbound
NSG rules by

priority

Inbound
traffic?

Get first rule

Load inbound
NSG rules by

priority

Load next rule |«

Rule
matches?

(Allow packet>




‘42 SQLQuery3.sql - SQLOTWideWorldimporters (MOUNTAIN\vma Skialian SQL0T on HOSTOT = gui

File Edit View Project Debug Tools Window Helg
O 0|8 o-2 P BNewauey B R &
Object Explorer MR Bl SOLQuery3.sql - S...

.. s /’tilYiX Scr
Connect ~ % e
vy o -]SELECT TOP

Execute Debug

= @ SQLO1 (SQL Server 13.0.5026.0 - MO - , [Sug
- Databases , [Orc
System Databases , [Del

Database Snapshots , [Cor

B WideWorl gaocecs  TEXE

Databa New Database...
Tables New Query
Sys Script Database as
File
7 Exte Tasks
@ 3 Apt Policies
0 3 Ap
% 3 Apg
@ B Apt
@ 3 Apt
Reports
| B Aps P
@ EH Api Rename
3 Api Delete
7 BH Pur .
# EH Pur Refresh
@ 3 Pur Properties
@ [ Purcnasing.suppiiers s
7
I 8

Facets

Start PowerShell

7 BB Purchasing.SupplierT

A Salec Riwvinalirnunc (

Detach...

Take Offline

Bring Online

Stretch

Encrypt Columns...

Classify Data...

Vulnerability Assessment

Shrink

Back Up...
Restore

Mirror...
Launch Database Mirroring Monitor...

Ship Transaction Logs...

Generate Scripts...

Generate In-Memory OLTP Migration Checklists

Extract Data-tier Application...

Deploy Database to Microsoft@zure SQL Database...

Export Data-tier Application...
Register as Data-tier Application...
Upgrade Data-tier Application...

Delete Data-tier Application...

Import Flat File...

ExpectedDeliveryDate
201301-15
2013-01-15
2013-01-15
2013-01-15
2013-01-15
2013-01-15
201301-22
2013-01-22

Generic Debugger ~

SupplierReference
B2084020
293092
08803922
BC0280982
ML0300202
237408032
293092
08803922

Quick Launch (Ctrl+Q)

Current connection parameters
BE:
o | &

E Aggregate Status
Connection failure
Elapsed time
Finish time
Name
Rows returned
Start time
State
E Connection
Connection name SQLOT (MOUNTAIN\
E Connection Details
Connection elapse 00:00:00.1874948
Connection encryg Not encrypted
Connection finish 1 10.07.2018 11:24:02
Connection rows n 1000
Connection start ti 10,07.2018 11:24:02
Connection state Open
Display name SQLO1
MOUNTAIN\vmadmr

Server name SQLO1

Login name

o
JEIVEr vVersion




Backend systems Port Eoi .
[4=1gid-0 2= S A .
(no agent installed)

Port 49673
172.16.3.4

Port 49668
1721634

Machine in focus

Port 135 (loc-srv)
il SQLVM (SQLVM) 1721634
13 Processe
HealthService
LSA Shell Port 389 (idap)
1TL1834 A
ManagementAgentHost

MNetwork Services
Frontend web server

Port 443 (htt
(agent installed) Forteene Fshmantin N

Remote Procedure Call

mE WEBVM (WEBVM)
M 5 erocen @ = services

™ SQL Server

svchost

Clients (no agent) svchost

Port 445 (ms-smb)
1721634 r

D 1ciem © System

T 1 Chem

e

=™ Terminal Services

wininit




+"_-- DATA CONSUMPTION

@
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Business /
custom apps
(structured)

AZURE DATA FACTORY ORCHESTRATES PIPELINE WORKFLOW & SCHEDULING




DEVELOP

APPLICATION

7 E’-‘u

OPERATE

DELIVER




B3 Cloud Discovery

Duaabdyoand Cracirered appr IF sdadienass L

Appt Ler " S—
128 5875 3861  95m
App calegories 1Sel ity | Tame
fanctonsd 3 - J B B8 Jusas
o Usasechoned B
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Connd storage e R
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R |
Crire meebng
Cucovered apps Toifal PO p View sl appd | Cious winesge B by Ty
I PR [T W—

O Crebeive . 11 5B
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v Db |ﬂ-‘"
b mepiny I EEEEEEEEEEEL——L— —_ 04 G
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Zooiz 10 GB
& Egwin 1058
o Masy 95068
(& Cubby .| TGE
o Ol |———————— 18
o ban 226
I Wiroiilee 14GE
wo Comocte | I 11 GB
& Doudep 168

B Miover MR

#17TR
& 78TE

120 GB
b GB
nce
G
WG

Giobal view = Last B0 dayy =

Clowud Descovery open alerts

B tewisssn

Risk hewels

890

Wnars | hagh risk

Top users | Top IP addrestes

it Line
b ae Spalderg
Dargd Sngw
Loy Blogmibeng

Wi N

Apps headquarters location

+ Create pobry

14 b S B o

woemegeran B by vem B

£ Configure woone =ire
Wipw all upery  Tagig E

120 M8
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98 M3
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Azure Active Directory

Business Unit
Azure Subscription 2, etc.

Business Unit
Azure Subscription 1

Infrastructure
Azure Subscription

On-premises network

Gateway

—»>

Azure load
halancer

Express Route
Gatway

[c] m—

VM

RDP Gateway

VM
RDP Gateway

PEER CONN ECTION—l

—><oo¢>
Virjual
Network

Virtual
Network

?

A

Resource

Machine |oT Hub
Learning

Team Lab 2

4

Team Lab 3 Team Lab 4

PEER CONNECTION™ ]

—>

Team Lab 1

—>

4
&

Team Lab 2

—»

y

Team Lab 3

—p

Team Lab 4







